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SAFETY PRECAUTIONS

(Read these precautions before use.)

Before using this product, please read this manual and the relevant manuals introduced in this manual carefully and pay full

attention to safety in order to handle the product correctly.
This manual classifies the safety precautions into two categories: [AWARNING] and [ACAUTION].

Indicates that incorrect handling may cause hazardous conditions, resulting in
/\ WARNING

death or severe injury.

Indicates that incorrect handling may cause hazardous conditions, resulting in
/\ CAUTION

minor or moderate injury or property damage.

Depending on the circumstances, procedures indicated by [ACAUTION] may also cause severe injury.

It is important to follow all precautions for personal safety.

Store this manual in a safe place so that it can be read whenever necessary. Always forward it to the end user.

[DESIGN PRECAUTIONS]

/\WARNING

® Make sure to set up the following safety circuits outside the PLC to ensure safe system operation
even during external power supply problems or PLC failure. Otherwise, malfunctions may cause
serious accidents.

Most importantly, set up the following: an emergency stop circuit, a protection circuit, an interlock
circuit for opposite movements (such as normal vs. reverse rotation), and an interlock circuit (to
prevent damage to the equipment at the upper and lower positioning limits).

Note that when the CPU module detects an error, such as a watchdog timer error, during self-
diagnosis, all outputs are turned off. Also, when an error that cannot be detected by the CPU
module occurs in an input/output control block, output control may be disabled. External circuits
and mechanisms should be designed to ensure safe machinery operation in such a case.

Note that when an error occurs in a relay, transistor or triac of an output circuit, the output might
stay on or off. For output signals that may lead to serious accidents, external circuits and
mechanisms should be designed to ensure safe machinery operation in such a case.

@ In an output circuit, when a load current exceeding the current rating or an overcurrent caused by a
load short-circuit flows for a long time, it may cause smoke and fire. To prevent this, configure an
external safety circuit, such as a fuse.

@ For the operating status of each station after a communication failure of the network, refer to relevant
manuals for the network. Incorrect output or malfunction may result in an accident.

@ Construct an interlock circuit in the program so that the whole system always operates on the safe
side before executing the control (for data change) of the PLC in operation. Read the manual
thoroughly and ensure complete safety before executing other controls (for program change,
parameter change, forcible output and operation status change) of the PLC in operation.

Otherwise, the machine may be damaged and accidents may occur due to erroneous operations.
Especially, in the case of a control from an external device to a remote programmable controller,
immediate action cannot be taken for a problem on the programmable controller due to a
communication failure. Determine the handling method as a system when communication failure
occurs along with configuration of interlock circuit on a program, by considering the external
equipment and CPU module.




/\WARNING

® Do not write any data to the "system area" and "write-protect area" of the buffer memory in the
intelligent function module. Executing data writing to the "system area" or "write-protect area" may
cause malfunction of the programmable controller alarm. For the "system area" or "write-protect
area", refer to [== Page 144 Buffer Memory.

@ If a communication cable is disconnected, the network may be unstable, resulting in a communication
failure of multiple stations. Construct an interlock circuit in the program so that the system always
operates on the safe side even if communications fail. Incorrect output or malfunction may result in an
accident.

@ For the operating status of each EtherNet/IP device after a communication failure, refer to [Z=~ Page
110 TROUBLESHOOTING in this manual. Incorrect output or malfunction due to a communication
failure may result in an accident.

@ Configure an interlock circuit in the program to ensure that the entire system will always operate
safely even if communications fail in multiple EtherNet/IP devices. Failure to do so may result in an
accident due to an incorrect output or malfunction.

[DESIGN PRECAUTIONS]

/\CAUTION

® Do not install the control lines or communication cables together with the main circuit lines or power
cables. Keep a distance of 100 mm or more between them. Failure to do so may result in malfunction
due to noise.

® When an inductive load such as a lamp, heater, or solenoid valve is controlled, a large current
(approximately ten times greater than normal) may flow when the output is turned from off to on.
Take proper measures so that the flowing current dose not exceed the value corresponding to the
maximum load specification of the resistance load.

® Do not power off the CPU module or reset the CPU module while the settings are being written. Doing
so will make the data in the flash ROM undefined. The values need to be set in the buffer memory and
written to the flash ROM again. Doing so also may cause malfunction or failure of the module.

[SECURITY PRECAUTIONS]

/\WARNING

@® To maintain the security (confidentiality, integrity, and availability) of the programmable controller and
the system against unauthorized access, denial-of-service (DoS) attacks, computer viruses, and other
cyberattacks from unreliable networks and devices via network, take appropriate measures such as
firewalls, virtual private networks (VPNs), and antivirus solutions.




[INSTALLATION PRECAUTIONS]

/\WARNING

Make sure to cut off all phases of the power supply externally before attempting installation or wiring
work.

Failure to do so may cause electric shock or damage to the product.

Use the product within the generic environment specifications described in the User's Manual
(Hardware) of the CPU module used.

Never use the product in areas with excessive dust, oily smoke, conductive dusts, corrosive gas (salt
air, Cl,, H,S, SO, or NO,), flammable gas, vibration or impacts, or expose it to high temperature,
condensation, or rain and wind.

If the product is used in such conditions, electric shock, fire, malfunctions, deterioration or damage
may occur.

[INSTALLATION PRECAUTIONS]

/\CAUTION

Do not touch the conductive parts of the product directly. Doing so may cause device failures or
malfunctions.

When drilling screw holes or wiring, make sure that cutting and wiring debris do not enter the
ventilation slits of the PLC. Failure to do so may cause fire, equipment failures or malfunctions.

For the product supplied together with a dust proof sheet, the sheet should be affixed to the ventilation
slits before the installation and wiring work to prevent foreign objects such as cutting and wiring
debris. However, when the installation work is completed, make sure to remove the sheet to provide
adequate ventilation.

Failure to do so may cause fire, equipment failures or malfunctions.

Install the product on a flat surface. If the mounting surface is rough, undue force will be applied to the
PC board, thereby causing nonconformities.

Install the product securely using a DIN rail or mounting screws.

Work carefully when using a screwdriver such as installation of the product. Failure to do so may
cause damage to the product or accidents.

Connect the extension cables, peripheral device cables, input/output cables and battery connecting
cable securely to their designated connectors. Loose connections may cause malfunctions.

Turn off the power to the PLC before attaching or detaching the following devices. Failure to do so
may cause equipment failures or malfunctions.

- Peripheral devices, expansion board, expansion adapter, and connector conversion adapter

- Extension modules, bus conversion module, and connector conversion module

- Battery




[WIRING PRECAUTIONS]

/\WARNING

Make sure to cut off all phases of the power supply externally before attempting installation or wiring

work. Failure to do so may cause electric shock or damage to the product.

Make sure to attach the terminal cover, provided as an accessory, before turning on the power or

initiating operation after installation or wiring work. Failure to do so may cause electric shock.

The temperature rating of the cable should be 80°C or more.

Make sure to properly wire to the spring clamp terminal block in accordance with the following

precautions. Failure to do so may cause electric shock, equipment failures, a shortcircuit, wire

breakage, malfunctions, or damage to the product.

- The disposal size of the cable end should follow the dimensions described in the manual.

- Twist the ends of stranded wires and make sure that there are no loose wires.

- Do not solder-plate the electric wire ends.

- Do not connect more than the specified number of wires or electric wires of unspecified size.

- Affix the electric wires so that neither the terminal block nor the connected parts are directly
stressed.

[WIRING PRECAUTIONS]

/\CAUTION

Perform class D grounding (grounding resistance: 100 Q or less) of the grounding terminal on the
CPU module and extension modules with a wire 2 mm? or thicker. Do not use common grounding with
heavy electrical systems (refer to the User's Manual (Hardware) of the CPU module used).
Individually ground the FG terminal of the programmable controller with a ground resistance of 100 Q
or less. Failure to do so may result in electric shock or malfunction.

Install module so that excessive force will not be applied to terminal blocks, or communication cables.

Failure to do so may result in wire damage/breakage or PLC failure.

Make sure to observe the following precautions in order to prevent any damage to the machinery or

accidents due to malfunction of the PLC caused by abnormal data written to the PLC due to the

effects of noise.

- Do not bundle the control line and communication cables together with or lay them close to the
main circuit, high-voltage line, load line or power line. As a guideline, lay the power line, control
line and communication cables at least 100 mm away from the main circuit, high-voltage line, load
line or power line.

- Ground the shield of the shielded wire or shielded cable at one point on the PLC. However, do not
use common grounding with heavy electrical systems.

For Ethernet cables to be used in the system, select the ones that meet the specifications described in

[Z5~ Page 47 Wiring Products. If not, normal data transmission is not guaranteed.




[STARTUP AND MAINTENANCE PRECAUTIONS]

/\WARNING

® Do not touch any terminal while the PLC's power is on. Doing so may cause electric shock or
malfunctions.

@ Before cleaning or retightening terminals, cut off all phases of the power supply externally. Failure to
do so in the power ON status may cause electric shock.

@ Before modifying the program in operation, forcible output, running or stopping the PLC, read through
this manual carefully, and ensure complete safety. An operation error may damage the machinery or
cause accidents.

® Do not change the program in the PLC from two or more peripheral equipment devices at the same
time. (i.e. from an engineering tool and a GOT) Doing so may cause destruction or malfunction of the
PLC program.

[STARTUP AND MAINTENANCE PRECAUTIONS]

/\CAUTION

® When connecting an external device with a CPU module or intelligent function module to modify data
of a running programmable controller, configure an interlock circuit in the program to ensure that the
entire system will always operate safely. For other forms of control (such as program modification,
parameter change, forced output, or operating status change) of a running programmable controller,
read the relevant manuals carefully and ensure that the operation is safe before proceeding. Improper
operation may damage machines or cause accidents.

@ Especially, when a remote programmable controller is controlled by an external device, immediate
action cannot be taken if a problem occurs in the programmable controller due to a communication
failure. To prevent this, configure an interlock circuit in the program, and determine corrective actions
to be taken between the external device and CPU module in case of a communication failure.

® Do not disassemble or modify the PLC. Doing so may cause fire, equipment failures, or malfunctions.
For repair, contact your local Mitsubishi Electric representative.

/\CAUTION

@® Turn off the power to the PLC before attaching or detaching the following devices. Failure to do so
may cause equipment failures or malfunctions.
- Peripheral devices, expansion board, expansion adapter, and connector conversion adapter
- Extension modules, bus conversion module, and connector conversion module
- Battery

® Read relevant manuals carefully and ensure the safety before performing online operations (operation
status change) with peripheral devices connected to the CPU modules of other stations. Improper
operation may damage machines or cause accidents.




[OPERATION PRECAUTIONS]

/\ CAUTION

@ Construct an interlock circuit in the program so that the whole system always operates on the safe
side before executing the control (for data change) of the PLC in operation.
Read the manual thoroughly and ensure complete safety before executing other controls (for program
change, parameter change, forcible output and operation status change) of the PLC in operation.
Otherwise, the machine may be damaged and accidents may occur by erroneous operations.

® Do not power off the CPU module or reset the CPU module while the setting values in the buffer
memory are being written to the flash ROM in the intelligent function module. Doing so will make the
data in the flash ROM card undefined. The values need to be set in the buffer memory and written to
the flash ROM again. Doing so can cause malfunction or failure of the module.

® Note that the whole system may not be reset by the RUN/STOP/RESET switch when the CPU module
or intelligent function module detects an error, such as a watchdog timer error, during self-diagnosis.
In such cases, turn the power off and on again.

[DISPOSAL PRECAUTIONS]

/\CAUTION

@ Please contact a certified electronic waste disposal company for the environmentally safe recycling
and disposal of your device.

[TRANSPORTATION PRECAUTIONS]

/\ CAUTION

® The PLC is a precision instrument. During transportation, avoid impacts larger than those specified in
the general specifications of the User's Manual (Hardware) of the CPU module by using dedicated
packaging boxes and shock-absorbing palettes. Failure to do so may cause failures in the PLC. After
transportation, verify operation of the PLC and check for damage of the mounting part, etc.




INTRODUCTION

This manual contains text, diagrams and explanations which will guide the reader in the correct installation, safe use and
operation of the FX5-ENET/IP Ethernet module of MELSEC iQ-F series.

It should be read and understood before attempting to install or use the unit. Store this manual in a safe place so that you can
read it whenever necessary.

Always forward it to the end user.

Regarding use of this product

 This product has been manufactured as a general-purpose part for general industries, and has not been designed or
manufactured to be incorporated in a device or system used in purposes related to human life.

» Before using the product for special purposes such as nuclear power, electric power, aerospace, medicine or passenger
movement vehicles, consult Mitsubishi Electric.

* This product has been manufactured under strict quality control. However when installing the product where major
accidents or losses could occur if the product fails, install appropriate backup or failsafe functions in the system.

Note

« If in doubt at any stage during the installation of the product, always consult a professional electrical engineer who is

qualified and trained in the local and national standards. If in doubt about the operation or use, please consult the nearest
Mitsubishi Electric representative.

+ Mitsubishi Electric will not accept responsibility for actual use of the product based on these illustrative examples.

» This manual content, specification etc. may be changed, without a notice, for improvement.

» The information in this manual has been carefully checked and is believed to be accurate; however, if you notice a doubtful
point, an error, etc., please contact the nearest Mitsubishi Electric representative. When doing so, please provide the
manual number given at the end of this manual.
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RELEVANT MANUALS

Manual name <manual number> Description

MELSEC iQ-F FX5S/FX5UJ/FX5U/FX5UC User's Manual (Hardware) | Describes the details of hardware of the CPU module, including performance
<SH-082452ENG> specifications, wiring, installation, and maintenance.

MELSEC iQ-F FX5 User's Manual (Application) Describes the basic knowledge required for program design, functions of the CPU
<JY997D55401> module, devices/labels, and parameters.

MELSEC iQ-F FX5 Programming Manual (Program Design) Describes the specifications of ladder, ST, FBD/LD, and SFC programs, and labels.
<JY997D55701>

MELSEC iQ-F FX5 Programming Manual (Instructions, Standard Describes the specifications of instructions and functions that can be used in
Functions/Function Blocks) programs.

<JY997D55801>

MELSEC iQ-F FX5 User's Manual (Communication) Describes the communication function of the built-in CPU module and the Ethernet
<SH-082625ENG> module.

MELSEC iQ-F FX5 EtherNet/IP Module User's Manual Describes the FX5-ENET/IP.

<SH-082027ENG> (This manual)

MELSEC iQ-F FX5 BACnet Reference Manual BACnet functions of the Ethernet module.

<SH-082218ENG>

GX Works3 Operating Manual Describes the system configuration, parameter settings, and online operations of GX
<SH-081215ENG> Works3.

TERMS

Unless otherwise specified, this manual uses the following terms.

For details on the FX3 devices that can be connected with the FX5, refer to the User's Manual (Hardware) of the CPU module

to be used.
Terms Description
EtherNet/IP An industrial Ethernet protocol offered by ODVA
Adapter The EtherNet/IP station type that corresponds to slave stations
Engineering tool The product name of the software package for the MELSEC programmable controllers
Originator Originator indicates an EtherNet/IP device that transmits a connection establishment request of EtherNet/IP
Client An EtherNet/IP device that transmits commands to the external device
Server An EtherNet/IP device that returns responses to the commands from the external device
Scanner The EtherNet/IP station type that corresponds to the master station
Target Target indicates an EtherNet/IP device that receives a connection establishment request of EtherNet/IP

GENERIC TERMS AND ABBREVIATIONS

Unless otherwise specified, this manual uses the following generic terms and abbreviations.

Generic term/abbreviation Description

Battery Different name for FX3U-32BL

CIP The abbreviation for Common Industrial Protocol.
One of the open protocols of ODVA, a specialized application protocol for EtherNet/IP, DeviceNet and
ControlNet.

Ethernet module Different name for FX5-ENET/IP

EtherNet/IP device A generic term for devices, personal computers, and other equipment connected by EtherNet/IP for data

communication

Extension module A generic term for FX5 extension modules, FX3 extension modules, and extension modules (extension cable
type and extension connector type)
FX5U CPU module A generic term for FX5U-32MR/ES, FX5U-32MT/ES, FX5U-32MT/ESS, FX5U-64MR/ES, FX5U-64MT/ES,

FX5U-64MT/ESS, FX5U-80MR/ES, FX5U-80MT/ES, FX5U-80MT/ESS, FX5U-32MR/DS, FX5U-32MT/DS,
FX5U-32MT/DSS, FX5U-64MR/DS, FX5U-64MT/DS, FX5U-64MT/DSS, FX5U-80MR/DS, FX5U-80MT/DS, and
FX5U-80MT/DSS

FX5UC CPU module A generic term for FX5UC-32MT/D, FX5UC-32MT/DSS, FX5UC-64MT/D, FX5UC-64MT/DSS, FX5UC-96MT/D,
FX5UC-96MT/DSS, FX5UC-32MT/DS-TS, FX5UC-32MT/DSS-TS, and FX5UC-32MR/DS-TS




Generic term/abbreviation

Description

FX5UJ CPU module

A generic term for FX5UJ-24MR/ES, FX5UJ-24MT/ES, FX5UJ-24MT/ESS, FX5UJ-24MR/DS, FX5UJ-24MT/
DS, FX5UJ-24MT/DSS, FX5UJ-40MR/ES, FX5UJ-40MT/ES, FX5UJ-40MT/ESS, FX5UJ-40MR/DS, FX5UJ-
40MT/DS, FX5UJ-40MT/DSS, FX5UJ-60MR/ES, FX5UJ-60MT/ES, FX5UJ-60MT/ESS, FX5UJ-60MR/DS,
FX5UJ-60MT/DS, and FX5UJ-60MT/DSS

GX Works3

The product name of the software package, SWnDND-GXW3, for the MELSEC programmable controllers (The
'n' represents a version.)

Intelligent function module

A generic term for FX5 intelligent function modules and FX3 intelligent function modules

Peripheral device

A generic term for engineering tools and GOTs

PPS The abbreviation for Packets Per Second. It indicates the number of packets that can be processed in one
second.
RPI The abbreviation for Requested Packet Interval.

It is the communication cycle determined by the originator during communications between EtherNet/IP
devices.

SD memory card

A generic term for NZ1MEM-2GBSD, NZ1MEM-4GBSD, NZ1MEM-8GBSD, NZ1MEM-16GBSD, L1MEM-
2GBSD and L1IMEM-4GBSD SD memory cards
The abbreviation for Secure Digital Memory Card. Device that stores data using flash memory.

TCP The abbreviation for Transmission Control Protocol.
In communications among programmable controllers and networked devices, this protocol establishes a
connection between port numbers of the two devices to perform reliable data communications.

UDP The abbreviation for User Datagram Protocol.

This is a connectionless protocol and thereby its speed is faster than that of TCP, but less reliable. (Data may be
lost or not be received in correct order.)
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1 OUTLINE

FX5-ENET/IP Ethernet module (hereinafter referred to as FX5-ENET/IP) is an intelligent function module for connecting to a
EtherNet/IP network and general-purpose Ethernet.

EtherNet/IP communication

The module can communicate seamlessly with an EtherNet/IP network by using the communication protocol CIP.
FX5-ENET/IP functions as a scanner (originator/client) or an adapter (target/server) of the EtherNet/IP network.

©)

im[m|
I

(1) FX5-ENET/IP (scanner)

(2) Hub

(3) FX5-ENET/IP (adapter)

(4) EtherNet/IP device (scanner/adapter)

General-purpose Ethernet communication

The module can be connected with a host system, such as a personal computer, by using the communication protocol TCP/
UDP.

) (3) M

1) FX5-ENET/IP

2) Hub

3) CPU module

4) External device (personal computer)

1 OUTLINE
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2 SPECIFICATIONS

This chapter describes the FX5-ENET/IP specifications.

2.1  General Specifications

The items other than the following are equivalent to those of the CPU module.

For the general specification, refer to the following manual.
LTIMELSEC iQ-F FX5S/FX5UJ/FX5U/FX5UC User's Manual (Hardware)

Items

Specifications

Dielectric withstand voltage

500 V AC for 1 minute

Insulation resistance

10 MQ or higher by 500 V DC insulation resistance
tester

Between all terminals and ground terminal

2.2 Power Supply Specifications

The following table lists the power supply specifications.

Items

Specifications

Internal power supply Power supply voltage

24V DC

Current consumption

110 mA

2 SPECIFICATIONS
2.1 General Specifications



2.3

Performance Specifications

The following table lists the performance specifications.

Items

Specifications

EtherNet/IP
communications

Class 1
communications

Communication format

Standard EtherNet/IP

Number of connections

32

Communication data size

1444 bytes (per connection)

Connection type

Point-to-point, multicast

RPI (communication cycle)

2 to 60000 ms

PPS (communication processing performance)

3000 pps (case of 128 bytes)

Class 3
. . *
communications !

Communication format

Standard EtherNet/IP

Number of connections

3272

Connection type

Point-to-point

UCMM
communications

Communication format

Standard EtherNet/IP

Number of connections (number of
simultaneous executions)

322

Communication data size

1414 bytes™

Connection type

Point-to-point

Transmission Data transmission speed 100 Mbps
specifications Communication mode Full-duplex
Transmission method Base band
Interface RJ45 connector
IP version IPv4 is supported.
Maximum segment length 100 m (length between hub and node)*4
Number of cascade 100BASE-TX | 2 levels maximum™®
connections
Network topology Line topology, star topology (The mixture of line topology and star
topology is also possible.)
Hub™® Hubs with 100BASE-TX ports™ can be used.
Connection cable™ 100BASE-TX | Ethernet cable of category 5 or higher (STP cable)
General- Transmission Data transfer speed 100/10 Mbps
purpose speifications Communication mode Full-duplex or half—duplex*6
Ethernet
communication Transmission method Base band
Interface RJ45 connector
Maximum segment length 100 m (length between hub and node)*4
Number of cascade 100BASE-TX | 2 levels maximum"®
connections 10BASE-T | 4 levels maximum’S
Protocol type™ MELSOFT connection, SLMP server (3E/1E frame), socket
communication, simple CPU communication, BACnet/IP
Number of connections Total of 32 connections”'°
(Up to 32 external devices can access one FX5-ENET/IP module
at the same time.)
Hub'® Hubs with 100BASE-TX or 10BASE-T ports ' can be used.
Connection cable™® 100BASE-TX | Ethernet cable of category 5 or higher (STP cable)
10BASE-T Ethernet cable of category 3 or higher (STP/UTP cable)
Number of ports 2"2
Number of occupied I/O points 8 points

Applicable CPU module

« FX5UJ CPU module (From the first)
« FX5U CPU module (Ver. 1.110 or later)
« FX5UC CPU module™3 (Ver. 1.110 or later)

Applicable engineering tool

GX Works3

* FX5UJ CPU module (Ver.1.060N or later)
* FX5U/FX5UC CPU module (Ver.1.050C or later)

EtherNet/IP Configuration Tool for FX5-ENET/IP

Ver.1.00A or later

Number of connectable units

1 module
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*1
*2
*3

*4
*5

*6
*7
*8
*9
*10

*11
*12
*13

Point

Class3 communication supports the server functions.

The total number of connections for Class 3 communications and UCMM communications is 32.

This size is the maximum size which can be specified to 'Data length' of Class1 communication input data area of the request command
during the client operation.

During the sever operation, since the FX5-ENET/IP automatically responds according to the request command received from the client,
the maximum size is not prescribed.

For maximum segment length (length between hubs), consult the manufacturer of the hub used.

This number applies when a repeater hub is used. When using a switching hub, check the number of cascaded stages with the
manufacturer of the hub to be used.

IEEE802.3x flow control is not supported.

The ports must comply with the IEEE802.3 100BASE-TX standards.

A straight/cross cable can be used.

For the versions compatible with each protocol, refer to (==~ Page 181 Added and Changed Functions.

The first device for MELSOFT connection is not included in the number of connections. (The second and the following devices are
included.)

The EtherNet/IP communication is not included in the number of connections.

The ports must comply with the IEEE802.3 100BASE-TX or IEEE802.3 10BASE-T standards.

Since the IP address is shared by two ports, only one address can be set.

FX5-CNV-IFC or FX5-C1PS-5V is necessary to connect FX5-ENET/IP to the FX5UC CPU module.

« If the destination device of the FX5-ENET/IP does not respond due to power off or other reasons, Ethernet
communication of the FX5-ENET/IP may get delayed by up to 500 ms.

« In the case of general-purpose Ethernet communication, when FX5-ENET/IP is connected with a hub, it
distinguishes between 100BASE-TX and 10BASE-T and between full-duplex and half-duplex
communication modes according to the hub. Set the hub to the half-duplex mode if the hub does not have
the auto-negotiation function.

Precautions

The operation of the following connections is not guaranteed. Check the operation before using the module.

» Connection using internet (general public line) (Internet-access service offered by an Internet service provider or a

telecommunications carrier)

» Connection using firewall device(s)

» Connection using broadband router(s)

« Connection using wireless LAN

2 SPECIFICATIONS
2.3 Performance Specifications



2.4

Part Names

This chapter describes the names of each part of the FX5-ENET/IP.
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No. Name Description
[1] External ground terminal Connect an external ground. (Spring clamp terminal block)
[2] Link status display LEDs Displays the link status of module. (5~ Page 20 LED display)
[3] Extension cable Cable for connecting the module when adding the FX5-ENET/IP
[4] Direct mounting hole Screw holes (2-¢4.5, mounting screw: M4 screw) for direct installation
[5] Module/network status display LEDs Displays the module and network status. (==~ Page 20 LED display)
[6] Operation status display LEDs Refer to [=~ Page 20 LED display.
[71 Extension connector (for next module) Connector for connecting the extension cable of an extension module.
[8] Modular jack for P1 (RJ-45) (with cap) A port 1 connector for EtherNet/IP network and general-purpose Ethernet network.
Connect an Ethernet cable.
[9] Modular jack for P2 (RJ-45) (with cap) A port 2 connector for EtherNet/IP network and general-purpose Ethernet network.
Connect an Ethernet cable.

[10] Name plate The product model name, manufacturer's serial number etc. are shown.
[11] DIN rail mounting groove The module can be installed on DIN46277 rail (35 mm wide).
[12] DIN rail mounting hook Hook for mounting the module on a DIN rail of DIN46277 (35 mm wide).
[13] Pullout tab They are used when drawing out an extension cable.
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LED display

The following table lists the LED display.

LED display LED color Description

MS Green, Red Indicates the error status of the EtherNet/IP device.
HLED color: Green

« On: Data communication possible

« Flashing: No parameter setting

« Off: Power failure occurred

HLED color: Red

+ On: Moderate error or major error

* Flashing: Minor error

« Off: Power failure occurred

NS Green, Red Indicates the EtherNet/IP network status.
HELED color: Green

+ On: Data communications being performed
* Flashing: Failed to establish connection

« Off: Power failure occurred

HLED color: Red

* Flashing: Connection time out

« Off: Power failure occurred

POWER Green Indicates the power supply status.
+ On: Power on
« Off: Power off or module failure

RUN Green Indicates the operating status.
* On: Normal operation
« Off: Error
ERROR Red Indicates the module error status.

+ On: Minor error or major error
* Flashing: Moderate error or major error
« Off: Normal operation

P1 SPEED Green Indicates the transmission speed of P1.
* On: Link-up (100 Mbps)
« Off: Link-up (10 Mbps)

SD/RD Green Indicates the data sending/receiving status of P1.
* On, Flashing: Data being sent or received
« Off: Data not transmitted or received

P2 SPEED Green Indicates the transmission speed of P2
* On: Link-up (100 Mbps)
« Off: Link-up (10 Mbps)

SD/RD Green Indicates the data sending/receiving status of P2.
* On, Flashing: Data being sent or received
« Off: Data not transmitted or received

20 2 SPECIFICATIONS
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3 PROCEDURES BEFORE OPERATION

This chapter describes the procedures before operation.

EtherNet/IP communication

1. Checking the specifications of the FX5-ENET/IP
Check the specifications of the FX5-ENET/IP. (==~ Page 16 SPECIFICATIONS)

2. |Installation of the FX5-ENET/IP
Connect the FX5-ENET/IP to the CPU module. For details, refer to the following.
LTIMELSEC iQ-F FX5S/FX5UJ/FX5U/FX5UC User's Manual (Hardware)

3. Configuring a network

Configure a network and set parameters which are required for start-up.
» Wiring (== Page 44 WIRING)

» Parameter setting (=5~ Page 48 PARAMETER SETTINGS)

4. Network diagnostics

Check the connection status of the connected EtherNet/IP device using EtherNet/IP Configuration Tool for FX5-ENET/IP.

(==~ Page 119 Checking the Network Status)

5. Programming
Create a program. (==~ Page 106 PROGRAMMING)

6. Check the communication status

Check the communication status of FX5-ENET/IP. (==~ Page 112 Checking the Module Status)

General-purpose Ethernet communication

1. Checking the specifications of the FX5-ENET/IP
Check the specifications of the FX5-ENET/IP. (==~ Page 16 SPECIFICATIONS)

2. Installation of the FX5-ENET/IP
Connect the FX5-ENET/IP to the CPU module. For details, refer to the following.
[CIMELSEC iQ-F FX5S/FX5UJ/FX5U/FX5UC User's Manual (Hardware)

3. Configuring a network

Configure a network and set parameters which are required for start-up.
« Wiring (=5~ Page 44 WIRING)

» Parameter setting (= Page 48 PARAMETER SETTINGS)

In the following steps, refer to the following manual for each function.
[TIMELSEC iQ-F FX5 User's Manual (Communication)

LTIMELSEC iQ-F FX5 BACnet Reference Manual

3 PROCEDURES BEFORE OPERATION
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FUNCTION

The following table lists the function available for the FX5-ENET/IP.

4.1

Function List

EtherNet/IP communication functions

Function

Description

Reference

Class1 instance communications

Periodically performs data communications between the FX5-ENET/IP and the EtherNet/IP
device to which the connection has been established using an instance ID.

Data communications are performed between the originator that sends the connection request
and the target that receives the connection request.

Page 26

Class3 message communications

Performs message communications between the FX5-ENET/IP and the EtherNet/IP device to
which the connection has been established by specifying a message communication
destination using an instance ID.

Class3 message communications support the server function.

Page 33

UCMM message communications

Performs message communications between the FX5-ENET/IP and the EtherNet/IP device by
specifying a message communication destination using an instance ID without establishing the
connection.

UCMM message communications support the client function and the server function.

Page 37

General-purpose Ethernet communication functions

For details on general-purpose Ethernet communication functions, refer to the following.
[TIMELSEC iQ-F FX5 User's Manual (Communication)
[TIMELSEC iQ-F FX5 BACnet Reference Manual

Function

Description

Direct connection with MELSOFT

FX5-ENET/IP and MELSOFT product (GX Works3, etc.) are connected by single Ethernet cable without using a
hub. Communication is done by simply specifying the connection destination; setting the IP address is not

required.

MELSOFT connection

Communication with MELSOFT products (GX Works3, etc.) is performed via FX5-ENET/IP.

Connected module search function

Searches for FX5-ENET/IP connected with personal computer using GX Works3 within the same hub. Acquires

IP address by selecting from search results list.

MELSOFT diagnosis function

Diagnoses Ethernet port of CPU module and FX5-ENET/IP from GX Works3. (Ethernet diagnostics)

SLMP communication function

Reads and writes PLC data from other device.

Socket communication function

By using socket communication instructions, any data can be transferred from and to the external devices

connected through Ethernet using TCP or UDP.

IP filter function

Identifies the IP address of the access source to limit access to the FX5-ENET/IP.

Simple CPU communication function

Allows data communications between specified devices at the specified timing just by doing simple parameter

settings from an engineering tool for the FX5-ENET/IP.

IP address change function

The IP address of FX5-ENET/IP can be changed by operating a peripheral device without using GX Works3.

BACnet function

Uses a PLC system as a BACnet device.

Others

Function Description Reference

Communication status setting function at Sets whether to stop or continue EtherNet/IP communications when a stop error occurs on the | Page 41

the occurrence of a CPU stop error CPU module to which the FX5-ENET/IP is connected. This setting can be made for each

module.

Hardware test Performs hardware tests (RAM and ROM) of FX5-ENET/IP. Page 122

Ethernet diagnostics Diagnoses the Ethernet port from GX Works3. Page 114

Event history function Collects errors from FX5-ENET/IP, and stores them as event information into the CPU module | Page 118

Firmware update function Updates the firmware version of FX5-ENET/IP. MELSEC iQ-F
FX5 User's
Manual

(Application)
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4.2 EtherNet/IP Communication Functions

The EtherNet/IP communication functions are used to perform data communications over a network between the FX5-ENET/
IP and EtherNet/IP devices.

The FX5-ENET/IP can perform the following types of EtherNet/IP communications.

+ Class1 communications

* Class3 communications
* UCMM communications

Class1 communications

With Class1 communications, data communications are performed periodically by establishing connections between the FX5-
ENET/IP and EtherNet/IP devices over a network.

Class1 communications has the following functions.

+ Class1 instance communications (==~ Page 26)

Class3 communications

With Class3 communications, data are read or written using message communication support commands by establishing
connections between the FX5-ENET/IP and EtherNet/IP devices over a network.

Class3 communications has the following function.

» Class3 message communications (=5~ Page 33)

UCMM communications

With UCMM communications, message communication support commands are used to read and write data without
establishing connections over a network between the FX5-ENET/IP and EtherNet/IP devices.

UCMM communications has the following function.

+ UCMM message communications ([~ Page 37)

Point

FX5-ENET/IP has 32 connections for Class1 communications and 32 connections for Class3 and UCMM
communications together. (=~ Page 17 Performance Specifications)
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Applied connection of EtherNet/IP communications

EWhen the FX5-ENETI/IP is the target

O: Requests can be accepted from the EtherNet/IP device, X: Requests cannot be accepted from EtherNet/IP device, —: No combination
EtherNet/IP Connection settings
communications Connection | Trigger type Input type Output type
type (target to originator) (originator to target)
Cyclic | Application | Change of Fixed? Variable™ Fixed 2 Variable™
Trigger State™
Class1 instance Exclusive O X X O X @) X
communications Owner™
Input Only'5 O X X O N — _
Listen Only® O X X O X — —

*1 A method to send data when the status changes.

*2 A method for communicating with a fixed size.

*3 A method for communicating with a variable size.
*4 A connection simultaneously set from the originator to the FX5-ENET/IP for receiving data and set from the FX5-ENET/IP to the

originator for sending data.
*5 A connection set from the FX5-ENET/IP to the originator only for receiving data.
*6 A connection monitored by the originator for data communication with a connection established FX5-ENET/IP.

EWhen the FX5-ENET/IP is the originator

O: Requests can be accepted from the EtherNet/IP device, X: Requests cannot be accepted from EtherNet/IP device, —: No combination

EtherNet/IP Connection settings
communications Connection | Trigger type Input type Output type
type (target to originator) (originator to target)
Cyclic | Application | Change of | Fixed™ Variable™ | Fixed Variable™
Trigger State™!
Class1 instance Exclusive O O O O O O o7
communications Owner™
Input Only™ O O O O O — —
Listen Only™® O O O O O — —
*1 A method to send data when the status changes.
*2 A method for communicating with a fixed size.
*3 A method for communicating with a variable size.
*4 A connection simultaneously set from the FX5-ENET/IP to the target for sending data and set from the target to the FX5-ENET/IP for
receiving data.
*5 A connection set from the target to the FX5-ENET/IP only for receiving data.
*6 A connection that monitors the data communication with a connection established target
*7 Connection requests can be set, but are sent from the FX5-ENET/IP with a fixed size.
e
Pomt

For the connection setting method, refer to the following.
[Z=" Page 88 [Connections] tab
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Class1 instance communications

Function overview

Class1 instance communications is a function for periodically performing data communication between the FX5-ENET/IP and
an EtherNet/IP device over a connection that has been established using an instance ID.

Data communications are performed between the originator (the device on the sending side that requests the connection) and
the target (the device on the receiving side that is requested to connect).

EWhen the connection type is Exclusive Owner

Scanner Adapter

(]
0
Q. I
/FX5-ENET/IP \ (EtherNet/IP device \
1 W ] .
Originator 1 _ Target
Buffer memory &) Transmitted data
'Class1 communications 1
input data area'’ N
(Un\G12000 to
Un\G35999)
Buffer memory Receive data
'Class1 communications N
output data area' 14
(Un\G60000 to
Un\G83999)

2 /) S >/

(1) Connection open
(2) Response
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EWhen the connection type is Input Only

Scanner

Adapter Adapter

im|m|
[

0000 000D Dooo
0000 0ooo oooo

fFXS-ENET/IP \ EtherNet/IP device
Lo M
Originator Y DR Target
Buffer memory ) Transmitted data

'Class1 communications <}

input data area' |

(Un\G12000 to k

Un\G35999)

EtherNet/IP device

“ Target
&) Transmitted data
(1) Connection open

(2) Response

EWhen the connection type is Listen Only

Scanner 1

Adapter

im|m|
[

0000 000D Dooo
0000 0ooo oooo

fFX5-ENET/IP \ EtherNet/IP device EtherNet/IP device
1O,
Originator ) = Target Originator
Buffer memory 2 Transmitted data Receive data
'Class1 communications
input data area’ 4 |
(Un\G12000 to ) k
Un\G35999)

=)

(1) Connection open
(2) Response

(3) Data sent over an Input Only or Exclusive Owner connection
(4) The same data as (3) is received.
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Point

« Listen Only is a connection for the target of which connection such as Exclusive Owner and Input Only that
is set for multicast communications is already opened. It can receive only multicast-type data sent to the
FX5-ENET/IP.

» The connection of Listen Only cannot be opened when the connection such as Exclusive Owner and Input
Only that is set for multicast communications is not opened.

» Even when communications are performed normally with the target that is opened using Listen Only, the
data receiving will be stopped if all the communications with other originators that are opened using the
connection such as Exclusive Owner and Input Only that is set for multicast communications.

Instance ID

The instance ID is a number that indicates an EtherNet/IP device and is specified when the EtherNet/IP communication
connection is established.

With settings from the FX5-ENET/IP, the instance ID is not specified. Instead, the connection number is specified to determine
the target.

Communication timing

Class1 instance communications are performed at the RPI interval set with the FX5-ENET/IP on the scanner side.
The RPI can be set for each connection. (=5~ Page 88 [Connections] tab)

The communication trigger type is Cyclic.
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Data sending

Data is sent from the originator to the target.

Data can be sent when the connection type is Exclusive Owner.

ESending data with the Cyclic trigger type

Data transmission can be repeated periodically.

CPU module FX5-ENET/IP EtherNet/IP device
| Originator Target
(1) —>
(2)
>
4 (3)
(6) .
N »
RPI
'Class1 ¥ (6) >
: communications
Device output data area' RPI 6)
(Un\G60000 to . 4 »
Un\G83999) RPI
(6) -

1) Turn on 'EtherNet/IP communication start request' (Un\G37.b0)
2) Connection open

3) Response (normal)

4) Transfer the stored data with a program

5) Send the stored data at the RPI interval

6) Sending data

Data is sent with the Cyclic trigger type according to the following procedure.

1. Connection establishment ((1) to (3) shown above)

The connection is established when 'EtherNet/IP communication start request' (Un\G37.b0) on the FX5-ENET/IP on the
scanner side is turned on, the connection open request is sent, and then a response is received from the EtherNet/IP device
on the adapter side.

2. Sending data ((5) to (6) shown above)
If the connection is established normally, the originator sends the data stored in 'Class1 communications output data area’
(Un\G60000 to Un\G83999).

Point;3

For the operation timing of EtherNet/IP communications, refer to the following.
[=5~ Page 152 Operation timing of EtherNet/IP communications
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Data receiving

Data is received by the originator from the target.

CPU module FX5-ENET/IP EtherNet/IP device
| Originator Target
(1) —>
(2)
>
(3)
<l
(4)
6 5) |° 3
(6) (5) " RP|
'Class1 » .
: communications
Device input data area’ (4) RPI
(Un\G12000 to ] >4
Un\G35999) RPI
4)

1) Turn on 'EtherNet/IP communication start request' (Un\G37.b0)
2) Connection open

3) Response (normal)

4) Receiving data

5) Store the data received at the RPI interval

6) Transfer the stored data with a program

Data is received according to the following procedure.

1. Connection establishment ((1) to (3) shown above)

The connection is established when 'EtherNet/IP communication start request' (Un\G37.b0) on the FX5-ENET/IP on the
scanner side is turned on, the connection open request is sent, and then a response is received from the EtherNet/IP device
on the adapter side.

2. Receiving data ((4) to (5) shown above)
If the connection is established normally, the originator stores the received data in 'Class1 communications input data area’
(Un\G12000 to Un\G35999).

Pointp
For the operation timing of EtherNet/IP communications, refer to the following.
[Z=~ Page 152 Operation timing of EtherNet/IP communications
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Setting method

For Class1 instance communications, set the originator and target on the FX5-ENET/IP on the scanner side.

HOriginator (on scanner side) settings
Under "Basic Setting" in the GX Works3, set the IP address, subnet mask, and default gateway of the FX5-ENET/IP.

O [Navigation window] = [Parameter] = [Module Information] = [FX5-ENET/IP] = [Basic Setting]

Ttem Setting
=] Own Node Settines
= IF Addrez=

IP Address

Subnet Magk

Default Gateway .

Opening Method Do Mot Cpen by Program

Operational Settine
External Device Confieuration

For details on the setting window, refer to the following.
[=5~ Page 49 Basic Setting

HTarget (on adapter side) settings
After registering the EtherNet/IP device with EtherNet/IP Configuration Tool for FX5-ENET/IP, set the adapter side for each

connection.
For details on registering EtherNet/IP devices, refer to the following.
(==~ Page 101 Procedure for Registering EtherNet/IP Devices

O Select the EtherNet/IP device in the network configuration settings = [Device] = [Properties] = [Connections] tab

' |
In-Sight 5000 Series Revision 3.40 &J
General | Connections | Online Parameters | Module Informationz | Port Configuration | EDiS File
Cionfisured Connections : Connections Parameters
= : I55xR Revision 3.40 Marme Walue Uit [
E---Egmg:rjodg;::ei.?ta Te @ Ognnectinn Nc'.. . 1
O Gheck Device Ientity = Time—out Multiplier wl
L) Configuration Setting o 12210 — 0

(= Thput Size 1 byvtes )
w  Input Mode Paint to Paint
= Input Twpe Fixed
= Priority Scheduled

(= Trigger Type Cyelic 2)

(= Pequest Packet Interval (RPD 30 mg (3)
= Output — O->T

(= Outout Size 8 bvtes 4)
- Output Mode Paint to Paint
= Output Type Fixed
= Priority Scheduled

(= Pequest Packet Interval (RPD 100 s ()

(1) Input data size
(2) Trigger type

(3) RPI

(4) Output data size
(

For details on the setting window, refer to the following.
(=5~ Page 88 [Connections] tab
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Assurance of input/output data

The data received from EtherNet/IP devices and the data transmitted to EtherNet/IP devices can be assured for each
connection. The data assurance is enabled by setting the buffer memory and acquiring the input data and setting the output
data using the following module FBs.

» Class1 communication input data acquisition (Class1GetIinputData)

» Class1 communication output data setting (Class1SetOutputData)

HEProcedure

1. Write “16: Perform data assurance” in ‘Block assurance specification per connection’ (Un\G5000) while the module is not
communicating with the EtherNet/IP communication device.

2. Turn on ‘EtherNet/IP communication start request’ (Un\G37.b0) to start the communications with the EtherNet/IP
communication device.

3. Acquire the received data and set the transmitted data using the unit FBs “Class1 communication input data acquisition”
and “Class1 communication output data setting” on the program.
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Class3 message communications

Function overview

Class3 message communications is a function for performing message communications between the FX5-ENET/IP and an
EtherNet/IP device over a connection that has been established by specifying the message communication destination with

an instance ID.
Class3 message communication supports the server functions.

HServer function
With the server function, message communication support commands are used to communicate with arbitrary timing.

(I==" Page 34 Server function)

Server Client
Command request

;

Command response

Message communication support commands

Iltems such as data and parameters can be read and written with message communication support commands.
For details on message communication support command objects, refer to the following.
[Z=~ Page 168 Details of Message Communication Support Command
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Server function

With the Class3 message communication server function, when the FX5-ENET/IP receives a command request from an
EtherNet/IP device, the FX5-ENET/IP executes the command processing and returns the command response.

FX5-ENET/IP EtherNet/IP device
| Server Client
(1) —>
(2)
<
(3)
>

(5) |

A
A4

1) Turn on 'EtherNet/IP communication start request' (Un\G37.b0)
2) Connection open

3) Response (normal)

4) Command request

5) Command processing execution

6) Command response

Class3 message communications with the server function is performed according to the following procedure.

1. Connection establishment ((1) to (3) shown above)

The connection is established when 'EtherNet/IP communication start request' (Un\G37.b0) of the FX5-ENET/IP on the server
side is turned on, a connection open request is received from the EtherNet/IP device on the client side, and then a response
is returned.

2. Command request acceptance and response ((4) to (6) shown above)

If the connection is established normally, a command request is sent from the EtherNet/IP device with arbitrary timing.
When the FX5-ENET/IP receives the command request from the EtherNet/IP device, the FX5-ENET/IP executes the
command processing and returns the command response to the EtherNet/IP device.

Pointp
For the operation timing of EtherNet/IP communications, refer to the following.
[~ Page 152 Operation timing of EtherNet/IP communications
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Setting method

Set the server for the FX5-ENET/IP that performs Class3 message communications.
Under "Basic Setting" in the GX Works3, set the IP address, subnet mask, and default gateway of the FX5-ENET/IP.

O [Navigation window] = [Parameter] = [Module Information] = [FX5-ENET/IP] = [Basic Setting]

Ttem Setting
= Own Hode Settinez
= IF Addrez=

IP Address

Subnet Magk

Default Gateway .

Opening Method Do Mot Cpen by Program

Operational Settine
External Device Confieuration

For details on the setting window, refer to the following.
[=5~ Page 49 Basic Setting

Communication method

Open the connection from the client side, and execute the command request.

When the server receives the command request, it returns the command response to the client side.

To request commands using EtherNet/IP Configuration Tool for FX5-ENET/IP, use the "Online Action" window.

. ar erNe onfiguration Tool for - . and set the IP address on the server side.
1. Start EtherNet/IP Confi tion Tool for FX5-ENET/IP, and set the IP add th id
O Select the "FX5-ENET/IP" in the EtherNet/IP setting = [Description] = [Properties]

Element Properties @

Element 1:

Select the Element to Add:

Type Description
FX5-ENET/IP MELSECiQ-F Series EtherNet/IP module

IP Address: 192 0168 . 1 . 100

[ ok || cancel || Hep |

. Switc erNe onfiguration Tool for - o the online state.
2. Switch EtherNet/IP Confi tion Tool for FX5-ENET/IP to th line stat
O Select the EtherNet/IP device in the network configuration settings = [File] = [Go Online]
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3. Execute the command request of Class3 message communications in the "Online Action" window.

O [Network]=[Online Action]
I'Dnline Action ﬁ1
Explicit Meszage | Pine

Address Service Data
Mumber |1 N [:_]

Name  [Get_Atiributes_Al -]

IP Address [ 192 . 168 . 001 . 001
Class 0x 00000001

[T Enter Path

Instance 000000001 o 0L 51 (151 o
Attribute 0 il
4 3
= [ Send to Device ] Me_ssaging
5] E @ Connected [T Laree Forward Cpen
= [ Gontinue (500ms) ) Unconmected
Receive
0000 01 00 OC OO SA OO0 04 03 60 00 4D FD CB 60 OB 31 ....Z... .M..".1 E.]
0010 37 39 34 2D 41 45 4E 54 2F 42 T94-RENT/B
Statuz
GIP Statusz 0x0.OF E

[ Gloze ] [ Help ]

For details on the setting window, refer to the following.
=5~ Page 72 "Online Action" window

Point}3
Commands for message communications can be requested from software made by other companies. When
requesting commands from software made by other companies, refer to the manual of the software used.
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UCMM message communications

Function overview

UCMM message communications is a function for performing message communications between the FX5-ENET/IP and an
EtherNet/IP device by specifying the message communication destination with an instance ID and not by establishing a
connection.

UCMM message communication supports the client and server functions.

HEClient function
With the client function, the buffer memory is used to communicate with arbitrary timing. (=5~ Page 38 Client function)

Client Server
Command request

B
i [m]
[ 1

R Command response

FX5-ENET/IP \

Buffer memory

'UCMM communications input data area (connection1)'
(Un\G36000 to Un\G36749)

'UCMM communications output data area (connection1)'
(Un\G84000 to Un\G84749)

- J

HServer function
With the server function, message communication support commands are used to communicate with arbitrary timing.
(==~ Page 39 Server function)

Server

Command request

Command response

Message communication support commands

Iltems such as data and parameters can be read and written with message communication support commands.
For details on message communication support command objects, refer to the following.
[Z=~ Page 168 Details of Message Communication Support Command
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Client function

With the UCMM message communication client function, the buffer memory of the FX5-ENET/IP is used to send command
requests to and receive command responses from the EtherNet/IP device.

The client function can be used to access the services of each EtherNet/IP device and thereby read and write items such as
the data and parameters with arbitrary timing.

CPU module FX5-ENET/IP EtherNet/IP device

| Client Server

(1) —>

'UCMM &

communications
output data area (4)
(connection1)'
(Un\G84000 to
Un\G84749)

Device

A 4

@ 'UCMM ™

communications
input data area (6)
(connection1)'
(Un\G36000 to
Un\G36749)

Device

(1) Turn on 'EtherNet/IP communication start request' (Un\G37.b0)
(2) Transfer the stored data with a program

(3) Turn on 'Application Trigger request' (Un\G5274 to Un\G5275)
(4) Command request

(5) Command processing execution

(6) Command response

(7) Turn on '"Application Trigger completion' (Un\G5282 to Un\G5283)

UCMM message communications with the client function is performed according to the following procedure.

1. Starting the UCMM communication execution request ((1) to (3) shown above)
Turn on 'EtherNet/IP communication start request' (Un\G37.b0) and then turn on 'Application Trigger request' (Un\G5274 to
Un\G5275) from the FX5-ENET/IP on the client side.

2. Sending the command request ((4) shown above)
When the FX5-ENET/IP checks the UCMM data link execution request, 'Application Trigger acceptance' (Un\G5278 to
Un\G5279) is turned on, and then the command request is sent to the EtherNet/IP device.

3. Command response acceptance ((5) to (6) shown above)

The EtherNet/IP device executes the command processing, and then returns the command response.

When the FX5-ENET/IP receives the command response from the EtherNet/IP device, the FX5-ENET/IP turns on 'Application
Trigger completion' (Un\G5282 to Un\G5283) to complete the processing.

Point >

For the operation timing of EtherNet/IP communications, refer to the following.
(==~ Page 163 Application Trigger
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Server function

With the UCMM message communication server function, when the FX5-ENET/IP receives a command request from an

EtherNet/IP device, the FX5-ENET/IP executes the command processing and returns the command response.

FX5-ENET/IP EtherNet/IP device
| Server Client
(1) —>
(2)
3 |
R (4) -

(1) Turn on 'EtherNet/IP communication start request' (Un\G37.b0)
(2) Command request

(3) Command processing execution

(4) Command response

UCMM message communications with the server function is performed according to the following procedure.

1. Starting the EtherNet/IP communication start request ((1) shown above)
Turn on 'EtherNet/IP communication start request' (Un\G37.b0) from the FX5-ENET/IP on the server side.

2. Command request acceptance and response ((2) to (4) shown above)
When the FX5-ENET/IP receives the command request from the EtherNet/IP device with arbitrary timing, the FX5-ENET/IP
executes the command processing and returns the command response to the EtherNet/IP device.

Point/@

For the operation timing of EtherNet/IP communications, refer to the following.
[=5~ Page 152 Operation timing of EtherNet/IP communications

Setting method

Set the server and the client for the FX5-ENET/IP that performs UCMM message communications.
Under "Basic Setting" in the GX Works3, set the IP address, subnet mask, and default gateway of the FX5-ENET/IP.

O [Navigation window] = [Parameter] = [Module Information] = [FX5-ENET/IP] = [Basic Setting]

Ttem Setting
= Own Hode Settinas
= IP Address

IP Address

Subnet Mazk

Default Gateway o

Opening Method Do Mot Open by Program

Operational Setting

External Device Confieuration

For details on the setting window, refer to the following.
(=5~ Page 49 Basic Setting
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Communication method

EWhen the client function is used
Execute a command request from the FX5-ENET/IP by operating a program that uses the buffer memory.

For program example of UCMM message communications, refer to the following.
(=~ Page 108 Program Example of UCMM Message Communications

HEWhen the server function is used
Open the connection from the client side, and execute the command request.

When the server receives the command request, it returns the command response to the client side.
To request commands using EtherNet/IP Configuration Tool for FX5-ENET/IP, use the "Online Action" window.
For communication method, refer to the following.

[~ Page 35 Communication method

For UCMM message communications, set "Messaging" to "Unconnected" in the "Online Action" window.

Online Action

eS|

Address

Class
hatance

Attribute

-

Explicit Message | Port Gonfiguration | Ping |

Service Data

Mumber |1 10 11 00 01 01 10 00 ]

IP Address | 192 , 168 , 001, 00

Name  [Get Attributes Al 00 00 11 11 11 10 01

B
o
!
[ Send to Device ] Mezsaging
g E (0) Connected

[T Gontinue (500ms) @ Unconnected

Point
With message communications, commands can also be requested from software made by other companies.
When requesting commands from software made by other companies, refer to the manual of the software
used.
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Communication Status Setting Function When a CPU Stop Error

Occurs

Each FX5-ENET/IP can be set to stop or continue EtherNet/IP communications when a stop error occurs on the CPU module

which the FX5-ENET/IP is mounted on.

Therefore, EtherNet/IP communications can be continued even when the stop error occurring CPU module goes into the

STOP state.

Procedure

1. Write “16: Continues EtherNet/IP communications” in ‘EtherNet/IP data link continuation specification’ (Un\G5004) while

the module is not communicating with the EtherNet/IP communication device.

2. Turn on ‘EtherNet/IP communication start request’ (Un\G37.b0) to start the communications with the EtherNet/IP

communication device.

Operation of EtherNet/IP communications

When a CPU stop error occurs, the EtherNet/IP communications are made by the communication status setting function as

shown below.

When the EtherNet/IP communications are continued
(Un\G5004 = 16)

When the EtherNet/IP communications are stopped (Un\G5004
= 0)

EtherNet/IP communications » *2 EtherNet/IP communications
[’ Y\\‘ [’ \‘
! 1 ! 1 1 1
RUNT ; 1 RUN'T | ' 1 1
’ ’, ’ 7
CPU module status sToP - K sToP CPU module status sSTOP f— K t gToP ,’
1 1 1
L ON \ ON \
'EtherNet/IP communication . 'EtherNet/IP communication . .
in process' (Un\G35.b0) OFF in process' (Un\G35.b0) OFF OFF
*1  When the CPU module starts running after it stops, the EtherNet/IP communications will start.
*2 Communication enabled
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4.2 EtherNet/IP Communication Functions



5 SYSTEM CONFIGURATION

5.1 EtherNet/IP Configuration

Network topology

EtherNet/IP consists of the FX5-ENET/IP (1) and EtherNet/IP devices (2).

The FX5-ENET/IP can configure the network in a star topology or a line topology, by using the Ethernet cables.
A star topology and a line topology can coexist on the same network.

Note that a ring topology is not available for the FX5-ENET/IP.

EStar topology

The network is configured into a star shape using a switching hub and Ethernet cables.

)

[m]
(] D L
]
(] BB83 8558 5658
T | (1
- 5 o
HLine topology

The network is configured into a line using Ethernet cables. A switching hub is not required.

mjm]
T

Pointp

« In EtherNet/IP, other external devices that perform TCP/IP communications can be used with the devices on

the same network.
* Up to 33 units can be connected in line topology.

Scanner and adapter

In EtherNet/IP, station types are separated into scanner and adapter.

Station type Description
Scanner A station type of EtherNet/IP that corresponds to the master station. The scanner has the control information and controls the

overall network.
Devices that have a connection of originator or target can be operated as the scanner.

Adapter A station type of EtherNet/IP that corresponds to slave stations. The adapter indicates stations other than the scanner.
Devices that have a connection of target can be operated as the adapter.
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5.2 General-purpose Ethernet Communication
Configuration

For details on the system configuration of general-purpose Ethernet communication, refer to LLIMELSEC iQ-F FX5 User's

Manual (Communication).

5.3  Available Software Packages

To configure the settings of the FX5-ENET/IP, the GX Works3 and EtherNet/IP Configuration Tool for FX5-ENET/IP are
required.

Software Supported version
GX Works3 Ver.1.050C or later
EtherNet/IP Configuration Tool for FX5-ENET/IP Ver.1.00A or later

EtherNet/IP Configuration Tool for FX5-ENET/IP
Contact your local Mitsubishi Electric representative for information on how to obtain the EtherNet/IP Configuration Tool for
FX5-ENET/IP.

HOperating environment, installation and uninstallation
For the operating environment and installation/uninstallation of EtherNet/IP Configuration Tool for FX5-ENET/IP, refer to the

following.
EtherNet/IP Configuration Tool for FX5-ENET/IP Installation Instructions

EOperation methods and functions
For operation methods and functions of EtherNet/IP Configuration Tool for FX5-ENET/IP, refer to the following.

[=5~ Page 58 EtherNet/IP Configuration Tool for FX5-ENET/IP

HEDS file
Please download the EDS file from Mitsubishi Electric FA Global Site.

www.MitsubishiElectric.com/fa
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6 WIRING

6.1

Grounding

Perform the following.

» Perform class D grounding (Grounding resistance: 100 Q or less).

» Ground the PLC independently when possible.

« If the PLC cannot be grounded independently, perform the "Shared grounding" shown below.

PLC

Other PLC

equi&ment

Other

equig‘ment PLC

Other
equie‘ment

I

Independent grounding
(Best condition)

Shared grounding
(Good condition)

Common grounding
(Not allowed)

* Bring the grounding point close to the PLC as much as possible so that the ground cable can be shortened.

Grounding of FX5-ENET/IP

(M

=

X

S|

| I
2

—
-

(1) Ground terminal of CPU module
(2) FG terminal of FX5-ENET/IP
(3) D grounding (Grounding resistance: 100 Q or less)

Terminal name

Content

—é— FG (Ground terminal)

Perform class D grounding. (Grounding resistance: 100 Q or less)

The connection destination for the FG terminal of FX5-ENET/IP is a spring clamp terminal block.

To connect to the terminal block, there are two ways: by using single wires/strand wires or by using ferrules. Make sure to
properly connect in accordance with the following specifications.

HEFerrule

The following table shows wire ferrules and its associated tools compatible with the terminal block. The shape of the wire
ferrule differs depending on the crimp tool to be used, use the reference product. If the product other than referenced products

is used, the wire ferrule cannot be removed. Sufficiently confirm that the wire ferrule can be removed before use.
<Reference product>

Manufacturer Sleeve Ferrules model Suitable wiring size Crimp tool
PHOENIX CONTACT GmbH | Ferrules with insulation Al 0.25-8 YE 0.25 mm? CRIMPFOX 6
& Co. KG sleeve AI0.34-8TQ 0.3, 0.34 mm?2
Al 0.5-8 WH 0.5 mm?
Al 0.75-8 GY 0.75 mm?
Ferrules without insulation A0,25-7 0.25 mm?
sleeve A0,34-7 0.3, 0.34 mm?
A0,5-8 0.5 mm?
A0,75-8 0.75 mm?
Al 1.0-8 1.0 mm?
Al 157 1.25, 1.5 mm?
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The wires to connect the spring clamp terminal block are described below.

No. of wire per terminal Wire size

Single wire, strand wire Ferrule with insulation sleeve
One wiring AWG24 to 16 AWG23 to 19

(0.2 to 1.5 mm?) (0.25 to 0.75 mm?)

HEWire end treatment

Strip the cable about 10 mm from the tip to connect a wire ferrule at the stripped area. Failure to do so may result in electric

shock due to the conductive part. If the wire strip length is too short, it may result in the poor contact to the spring clamp

terminal part.

Depending on the thickness of the sheath, it may be difficult to insert into the insulation sleeve, so select the wires by referring

to the appearance diagram.

Strand wire/single wire

Ferrule with insulation sleeve

ol

10 mm

Insulation sleeve Contact area
(Crimp area)

7 R

7 —‘8mm

2t02.8 mm 14 mm

Check the shape of the wire insertion opening with the following chart, and use the smaller wire ferrule than the described

size. Also, insert the wire with care so that the wire ferrule is in proper orientation. Failure to do so may cause the bite of the

terminal and the damage of the terminal block.

Shape of the wire
insertion opening

2.4 mm

1 .<5—m)m

i—

Sectional shape of a wire ferrule

When using a tool of the reference
product, the sectional shape becomes
a trapezoid close to a rectangle.

Terminal block

BConnection and disconnection of the cable

* Connection of the cable

Fully insert a cable whose end has been properly processed into the wire insertion opening.

If the cable cannot be inserted with this procedure, fully insert the cable while pushing the open/close button with a flathead

screwdriver having a tip width of 2.0 to 2.5 mm. After fully inserting the cable, remove the screwdriver.

<Reference>

Manufacturer

Model

PHOENIX-CONTACT GmbH & Co. KG

SZS 0.4 x 2.5 VDE

Precautions

Pull the cable or wire ferrule slightly to check that the cable is securely clamped.

» Disconnection of the cable

Push the open/close button of the wire to be disconnected with a flathead screwdriver. Pull out the wire with the open/close

button pushed.
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6.2 Wiring Method

This section describes how to connect and disconnect the Ethernet cable.

Connecting the cable

O A W=

*

-

Turn the power supply of FX5-ENET/IP (CPU module) and external device off.

Push the Ethernet cable connector into the FX5-ENET/IP until it clicks. Pay attention to the orientation of the connector.
Lightly pull the connector to check that the connector is securely connected.

Turn the power supply of FX5-ENET/IP (CPU module) and external device on.

Check whether the SPEED LED of the port connected with an Ethernet cable is on.

The time between the cable connection and the turning on of the SPEED LED may vary. The SPEED LED usually turns after a few
seconds. Note, however, that the time may be extended further if the link-up processing is repeated depending on the status of the
device on the line.

Disconnecting the cable

1.
2.

Turn the power supply of FX5-ENET/IP (CPU module) off.

Unplug the Ethernet cable while pressing the latch connector down.

Precautions

Place the Ethernet cable in a duct or clamp it. If the cable is not placed in a duct or secured with clamps, the cable may

swing, drag or be carelessly pulled, and the module or cable may be damaged, or cable contact failure may cause
malfunction.

Do not touch the core of the cable-side or module-side connector, and protect them from dirt or dust. If oil on your hands,

dirt, or dust adheres to the core, transmission loss may increase, causing communication problems.

Check that the Ethernet cable is not disconnected or not shorted and check that the cable is connected properly.
Do not use Ethernet cables with broken latch connectors. Doing so may cause the Ethernet cables to be disconnected or

the module to malfunction.

Hold the connector part of the Ethernet cable when connecting and disconnecting it. Pulling the cable connected to the

module may result in damage to the module or the cable or malfunction due to poor contact.

For connectors without Ethernet cable, attached connector cover should be placed to prevent foreign matter such as dirt or

dust.

» The maximum station-to-station distance of the Ethernet cable is 100 m. However, the acceptable length may be shorter
depending on the environment where the cable is used. For details, contact the cable manufacturer.

» The bending radius of the Ethernet cable is limited. For details, check the specifications of the Ethernet cable to be used.
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6.3

Wiring Products

This section de

scribes the devices used to comprise a network.

Ethernet cable

Use Ethernet cables that meet the following standards.

HEtherNet/IP
Communication Specifications Connector Ethernet standard
speed
100 Mbps Ethernet cable: Category 5 or higher (STP cable™) RJ45 connector 100BASE-TX

EGeneral-purpose Ethernet

Communication Specifications Connector Ethernet standard
speed

100 Mbps Ethernet cable: Category 5 or higher (STP cable™) RJ45 connector 100BASE-TX

10 Mbps Ethernet cable: Category 3 or higher (STP/UTP cable*1) RJ45 connector 10BASE-T

*1  Shielded twi
A straight/cross

sted pair cable.
cable can be used.

Point ;>

Depending on the connection environment, communication errors may occur due to high-frequency noise

from devices other than programmable controllers. The following describes precautionary measures to be
taken on the FX5-ENET/IP to avoid the influence of high-frequency noise.

[Wiring]

» When wiring cables, do not bundle them together with or keep them in close proximity to the main circuit

lines or power cables.
* Place cables in a duct.
» Use STP cables in place of UTP cables.

Hub

When using hubs, use hubs that support the transmission speed of communications.
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7 PARAMETER SETTINGS

This section explains the parameter settings necessary for EtherNet/IP and general-purpose Ethernet communications with
FX5-ENET/IP.
For details on each operation of GX Works3, refer to LL1GX Works3 Operating Manual.

7.1 Procedure for Setting Parameters

1. Add the "Information Module (FX5-ENET/IP)" in the GX Works3."!

O [Navigation window] = [Parameter] = [Module Information] = Right-click = [Add New Module]
2. Select the "FX5-ENET/IP".

O [Navigation window] = [Parameter] = [Module Information] = [FX5-ENET/IP]

3. Setthe parameter.

4. write the parameter settings to the CPU module.

O [Online] = [Write to PLC]

5. The settings are reflected by resetting the CPU module or powering off and on the system.
The following steps are required when EtherNet/IP is used.

6. Connect the personal computer and FX5-ENET/IP, and start EtherNet/IP Configuration Tool for FX5-ENET/IP.
7. Setthe communication parameter of EtherNet/IP. (<5~ Page 58 EtherNet/IP Configuration Tool for FX5-ENET/IP)

8. Write the parameter settings to the FX5-ENET/IP. (1=~ Page 57 Writing Parameters)
*1  FX5-ENET/IP can be added to GX Works3 also from the module configuration diagram.
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7.2 Required Settings

Set the operation mode of the FX5-ENET/IP.

Trem
| (i)

= Mod:
Communication Mode  Online

|In|:uut the Setting Item to Search

F &= ,
[=1] Required Settings Set the mode. a
i Made
{7y Basic Settings —
{ig Application Settings
= Check ] l Festore the Default Settings
Item List | Find RBSLJ|t|
Set the operation mode of the FX5-ENET/IP.
Item Description Setting range
Communication Mode Sets the operation mode of the FX5-ENET/IP. * Online
« Online: Normal operation mode « Hardware Test
« Hardware test: Mode in which the module performs a self-diagnostics (Default: Online)
test. Select this mode when checking the operation of the module due to
an error or similar problem. (I~ Page 122 Hardware Test)

In the hardware test mode, other parameters cannot be set.

7.3 Basic Setting

Set the IP address and functions of FX5-ENET/IP.

| IEI ; i Setting

TP Address
- Subnet Mazsk

1 Required Settings

Baszic Settines - Default Gateway

- Communication Data Code Binary

Mode ! =
Operational Setting ‘o Opening Method Do Mot Open by Program
BACnet Function Setting [ Operational Settine
External Device Gonfiguration 1= Timer Settings for Data Communication
fpplication Settings - Chanee/Set Timer Value Mo
[=) Destination Alive Check Start Interval Timer 600

~ Unit s
Destination Alive Check Interval Timer 10

~ Unit s
- Destination Alive Check Resend Gount 3 Times

= BAGnet Function Setting
------ To Use or Mot to Use BAChet Function Mot Used
=) Metwork. Information Setting

- Metwark Ma. 0

=) BACret Device Setting
- Ihstance Mo. 0

- Object Mame
BAChet Standard ANSL/ASHRAE Standard 136-2016

I-Am Send Setting

Device Restart Procedures Setting

- Time Synchronization Setting Eenore
[+ BACnhet Object Setting

= External Device Configuration

" External Device Gonfiguration <Detailed Setting>
Set the information of the own node such as IP address.
‘ Check ‘ ‘ Restare the Default Settines ‘

Ttem List  Find Result
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Own Node Setting

Set the IP address of the FX5-ENET/IP.

Item Description Setting range
IP Address IP Address Sets the IP address of the FX5-ENET/IP™' « Blank
Setting Set the class and subnet address of the FX5-ENET/IP to the same settings | <+ 0.0.0.1 to 223.255.255.254

as those of the EtherNet/IP devices that communicate with the FX5-ENET/
IP. Contact the network administrator before setting the IP address.

(Default: Blank)

Subnet Mask

Sets the subnet mask of the FX5-ENET/IP.

When setting the IP address of the default gateway and performing
communication with an EtherNet/IP device in another network through a
router, set the subnet mask pattern of the default gateway. All the devices in
the same subnetwork should have a common subnet mask. The subnet
mask setting is not required for communication in a single network.

« Blank
+ 0.0.0.1 to 255.255.255.255
(Default: Blank)

Default Gateway

Sets the default gateway of the FX5-ENET/IP.

Set the IP address of the relay device (default gateway) to access the

EtherNet/IP device in another network.

Set a value that satisfies the following conditions as the IP address of the

default gateway.

« The class of the IP address is A, B, or C.

« The subnet address of the default gateway is the same as that of the
FX5-ENET/IP.

« The host address part is not a sequence of "0" or "1".

« Blank
+ 0.0.0.1 to 223.255.255.254
(Default: Blank)

Communication Data Code

Select the format of the data to be used for communication.

« Binary: communicating data in binary code

« ASCII (X, Y octal): Communicating in ASCII code (X, Y octal)

« ASCII (X, Y hexadecimal): Communicating in ASCII code (X, Y
hexadecimal)

« Binary

« ASCII (X, Y octal)

« ASCII (X, Y hexadecimal)
(Default: Binary)"

Opening Method

Select how to open a connection.

« Do Not Open by Program: Select this item to perform open processing
and open the connection by the external device. Program for open/close
processing is not required.

« Open by Program: Select this item to perform open/close processing and
open/close the connection by a program.

« Do Not Open by Program
« Open by Program
(Default: Do Not Open by
Program)

*1  When the parameter is written without the IP address setting (blank), the following address is set.

192.168.3.251

Operational Setting

Set the destination alive check conditions for socket communication.

Item Description Setting range
Timer Settings | Change/Set Timer Value | Select whether to change timer values from the default. * No
for Data The timer operates with its default value when "No" is selected. * Yes

Communication

(Default: No)

Destination Alive Check
Start Interval Timer

Set the time interval between the reception of the last message from the
external device and the start of alive check.

* Unit [s]: 1 to 16383
« Unit [ms]: 100 to 16383000
(Default: 600 s)

Destination Alive Check
Interval Timer

Set the time interval for performing alive check again when no response is
returned from the external device of alive check target.

« Unit [s]: 1 to 16383
« Unit [ms]: 100 to 16383000
(Default: 10 s)

Destination Alive Check
Resend Count

Set the number of times to perform alive check when no response is
returned from the external device of alive check target.

1 to 32767
(Default: 3 Times)
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BACnet function setting

Set the BACnet functions.

Item Description Setting range
Whether the BACnet functions are used or | Indicates the usage status of the BACnet/IP connection modules in the * Not used
not external device configuration. (This setting is automatically configured * Used

according to the setting details in the external device configuration.) (Default: Not used)
Network information | Network number Set a BACnet network number. 0 to 65534
setting (Default: 0)

BACnet device setting

=5~ Page 51 BACnet device setting

BACnet object setting

=5~ Page 52 BACnet object setting

BACnet device setting

Set a BACnet device.

Item Description Setting range
Instance No. Set a BACnet instance number. 0 to 4194303
(Default: 0)

Object Name

Set a device name. (The same value cannot be set in a module.)

16 one-byte alphanumeric
characters maximum
(Default: Empty)

BACnet standards

Set the BACnet standards.

» ANSI/ASHRAE Standard 135-
2016

* ANSI/ASHRAE Standard 135-
2012

* ANSI/ASHRAE Standard 135-
2010

« ANSI/ASHRAE Standard 135-
2004

« IEIEJ-G-0006:2006 Addendum
a

(Default: ANSI/ASHRAEStandard

135-2016)

I-Am send Send control

setting

Set whether or not to send I-Am only when the device is set to Operational.

» Send I-Am only at the
Operational status.

« Send I-Am even at other
statuses than Operational.
(Default: Send I-Am only at the

Operational status.)

Send I-Am when the
status changes to

Set whether or not to send I-Am when the device status changes to
Operational.

« Do not send
« Send

(second)

disable fixed-cycle send is set to Enable)

Operational (Default: Send)
Enable/disable Set whether or not to send I-Am at a fixed-cycle. « Disable
fixedcycle send » Enable
(Default: Disable)
Fixed-cycle send interval | Set the interval (second) for sending I-Am. (Available when the enable/ 1 to 4095

(Default: 60)

I-Am response setting

Set how to send I-Am and I-Have for Who-Is and Who-Has.

* RemoteBroadcast
 GlobalBroadcast

« LocalBroadcast

* Unicast

(Default: LocalBroadcast)

I-Am send setting

Set how to send the spontaneous I-Am.

* LocalBroadcast
« GlobalBroadcast
(Default: LocalBroadcast)
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Item Description Setting range
Device restart Device restart procedure | Set the device restart procedure. « Do not support
procedure « Support
setting (Default: Do not support)
Notification destination Set a network number to which notification is sent at device restart. 0 to 65534
network number (Available when device restart is set to "Support") (Default: 0)
Notification destination Set the IPv4 address to which notification is sent at device restart. 0.0.0.1 t0 223.255.255.254
IP address (Available when device restart is set to "Support") (Default: 192.168.0.254)
Notification destination Set a port number to which notification is sent at device restart. (Available 0 to 65535
port number when device restart is set to "Support") (Default: 47808)
Time synchronization setting Set the response for receiving wild card. * Ignore

« Output to buffer memory
(Default: Ignore)

BACnet object setting

Set the instance No., etc. of each object.
For details, refer to LLIMELSEC iQ-F FX5 BACnet Reference Manual.

Item

Description

Setting range

Accumulator object setting

Set the Accumulator object.

Analoglnput object setting

Set Analoglnput object.

AnalogOutput object setting

Set AnalogOutput object.

AnalogValue object setting

Set AnalogValue object.

Binarylnput object setting

Set inarylnput object.

BinaryOutput object setting

Set BinaryOutput object.

BinaryValue object setting

Set BinaryValue object.

Multi-statelnput object setting

Set Multi-state Input object.

Multi-

stateOutput object setting

Set Multi-state Output object.
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External Device Configuration

Set the conditions of the external devices with which the module will communicate through general-purpose Ethernet.

O Double-click <Detailed Setting> of the "External Device Configuration”.

B Ethemet Configuration (Mounting Pasition No.: 1[U1])

i Ethernet Confiquration Edit View Closewith Discarding the Setting Close with Reflecting the Setting

Connected Count (Cur./Max.): 1/32

i Module List x

MELSOFT Connection Medule MELSOFT Connection

) Fixed Buffer PLC Sensor/Device .
Communication Existence
No. Model Name Send/Receive MAC Host Subnet | Default
Method = i HEL Confirmation
Setting P Address | PortNo. | pyuc | (P | 1P Address | Port No. | SR | CREC
&l Host Station 192.168.3.251

[ e [ ]

L [ [ [ [ lkeepshe |

Connection
No.1

Host Station
Connected Cou

MELSOFT
Connectio
n Module

<

Drag and drop an "Ethernet Device" in the "Module List" to the left side of the screen, and set the following items. The setting

items vary depending on the “Ethernet Device” and “Communication Method”.

Ethemnet Selection | Find Module | My Favorites |

EaMEI= P

@ Ethernet Device (General)

[ WeLs0FT Comecton ot B

£ SLMP Connection Module -

15 UDP Connection Module

8 Active Connection Module

48 Unpassive Connection Module

£B Fullpassive Connection Madule

5 BACnet/IP Connaction Module
Ethernet Device (Mitsubishi Electric Corporation)
Ethernet Device (COGNEX)

[Outfine]
MELSOFT Connection Module
ification]

3

Use when specify open method by MELSOFT connection

Item Description Setting range

No. Connection number for distinguishing settings for each user connection. —

Model Name The name of the external device is displayed. —

Communication Method Set the method for communication with the external device.”! * MELSOFT Connection
* SLMP
« Socket communication
* BACnet/IP

Protocol Select the communication protocol for the external device." < TCP
- UDP

Fixed Buffer Send/Receive Setting Not supported. —

PLC IP Address The IP address of host station (FX5-ENET/IP) is displayed. —

Port No. The port no. of host station (FX5-ENET/IP) is displayed. « Blank

« 1 to 5548, 5570 to 655342
(Default: Blank)

Sensor/Device MAC Address Not supported. —
Host Name Not supported. —
IP Address Set the IP address of the external device. * Blank
+ 0.0.0.1 to 223.255.255.254
(Default: Blank)
Port No. Set the port no. of the external device. « Blank
* 1to 65534

(Default: Blank)

Subnet Mask

Set the subnet mask of the external device.

Default Gateway

Set the default gateway of the external device.

Existence Confirmation

Select the method of alive check which is performed when the Ethernet-
equipped module has not communicated with the external device for a
certain period of time. When the module cannot communicate with the
external device, the connection will be closed.™

« KeepAlive
« Do not confirm existence

*1 Automatically set by the “Ethernet Device”.
The protocol can be selected only when “Communication Method” is “SLMP”.
*2 Do not specify 5549 to 5569 because these ports are used by the system.

7 PARAMETER SETTINGS
7.3 Basic Setting

53




54

7.4  Application Settings

Set the following parameters when the functions of the general-purpose Ethernet will be used on FX5-ENET/IP.

|In|:|ut the Setting Item to Search | ﬂ

°E B2

[#-{ 73 Required Settings

t Basic Settings

E|,_i Application Settines
; I

U Communic

Security

Item List Find Result

Simplc CPU C. rearirars Scting

------ To Uze or Mot to Uze Simple GPU Communication Mot to Usze
== CPU Responze Monitoring Timer 3

L Unit =
------ Simple GPU Communication Setting < Detailed Setting’

= Security

= [P Filter Settines

TP Filter Dizable

- IP Filter Settings < Detailed Setting:

-2 Dizable Direct Connection with MELSOFT

" Dizable Direct Gonnection with MELSOFT Enable
-2 Do Mot Respond to CPU Module Search

- Do Mot Rezpond to GPU Module Search Fezpond

Set the zetting on Simple CPU Communication.

Check Festore the Default Settines

Simple CPU communication settings

Set the simple CPU communication.

Item

Description

Setting range

To Use or Not to Use Simple CPU
Communication

Set whether to enable the simple CPU communication function.

* Not to Use
« To Use
(Default: Not to Use)

CPU Response Monitoring Timer

Set the time for monitoring the response from the FX5-ENET/IP.
If the FX5-ENET/IP does not respond within the set time, the response wait
state will be canceled.

« Unit [s]: 1 to 16383
« Unit [ms]: 100 to 16383000
(Default: 5s)

Simple CPU Communication Setting

Set the details for simple CPU communication.
For details, refer to LLAMELSEC iQ-F FX5 User's Manual (Communication).
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Security

Set the security function.

Item Description Setting range
IP Filter IP Filter Set whether to enable the IP filter function. « Disable
Settings « Enable
(Default: Disable)
IP Filter Settings Set the IP address to be allowed or denied. (=~ Page 55) —
Disable Direct Connection with MELSOFT | Permit/prohibit direct connection with the engineering tool. « Disable
« Enable
(Default: Enable)
Do Not Respond to CPU Module Search Set whether to respond to search for the CPU modules on the network. « Do Not Respond
« Respond
(Default: Respond)
IP Filter Settings

Set the IP address for which the IP filter function will be used.

O Double-click <Detailed Setting> of the "IP Filter Settings".

settineliisn) Setting for IP Address to Exclude
fecess from IP address below WeERllP fikiess
(192 166 . 3 . 1 |-[192 168 3 _o54]
Mo ‘ IP Address to Exclude ‘ o
SRan_ge | IP Address IP Address Excluded from Ranee |: g o
etting N 2 =
b 192 168, 8. 1 - 192 168, 3.254 . 3 .
2 = R 4 Lo
3 m L 5 -
4 ) 3
5 & < .
Explanation 9
- Set the [P address to be exc