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■Overview 

There is a vulnerability of information disclosure, information tampering, unauthorized operation and denial-of-service (DoS) due 

to cleartext communication between MELSEC iQ-R, iQ-F, Q, L and FX series CPU modules and GX Works3/GX Works2 (CWE-

319). When performing communication via untrusted networks or hosts, there are risks of communication data 

eavesdropping/tampering, unauthorized operation and denial-of-service (DoS) attacks from malicious attackers.  

 

■Affected products 

All versions of MELSEC iQ-R, iQ-F, Q, L and FX series CPU modules are affected. 

  

■Description 

There is a vulnerability due to cleartext communication between MELSEC iQ-R, iQ-F, Q, L and FX series CPU modules and GX 

Works3/GX Works2. The vulnerability (CVE-2020-5594) causes information disclosure, information tampering, unauthorized 

operation and denial-of-service (DoS) condition (CWE-319). 

 

■Impact 

There is a possibility of information disclosure, information tampering, unauthorized operation and denial-of-service (DoS) 

attacks from malicious attackers.  

 

■Mitigation 

When performing communication via untrusted networks or hosts, please encrypt the communication path by setting up a VPN 

to mitigate the impact of this vulnerability. 
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■Contact information 
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