TECHNICAL BULLETIN

[Issue No.] FA-A-0051-C [Page] 1/23

[Title] Restrictions related to the Data Execution Prevention (DEP)

[Date of Issue] December 2008 (Ver. C: August 2012)

[Relevant Models] Communication support tool MELSOFT MX series MX Component

Thank you for your continued support of Mitsubishi Integrated FA Software MELSOFT Series.

Using ACT controls provided by MX Component may cause problems due to the effect of Data Execution Prevention (DEP)
in Windows XP (SP2 or later), Windows Vista and 32-bit/64-bit Windows 7.
This bulletin explains the problems that may occur and the workaround for them.
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1. Data Execution Prevention (DEP)

Beginning with Windows XP SP2, Microsoft Corporation implements DEP for security enhancement. For details of DEP,
refer to the following documents provided by Microsoft Corporation.

1) “How to Configure Memory Protection in Windows XP SP2” available at TechNet Security ThechCenter
http://technet.microsoft.com/en-us/library/cc700810.aspx

2) Microsoft Help and Support Article ID: 875352
http://support.microsoft.com/kb/875352/en-us
(URLs as of April 28, 2010)

2. Symptoms

Point
This symptom occurs when MX Component Version 3 or earlier is used.
To avoid the problems, follow the instructions below.

The effect of DEP may cause problems as the creation of a user application using an ACT control or the execution of them.

We have confirmed the occurrence of the following problems due to the effect of DEP.

Table 2-1 Symptoms caused by the effect of DEP

Situation No Symptom Description Reference
Creation of a user application | 1 | An ACT control An ACT control may not be displayed if it is added ona | Section 5.1
added on a form may | form in a Visual Studio .NET project.
not be displayed.
2 | Adding an ACT When a Visual Studio .NET project is created and an Section 5.2
control to a form ends | ACT control is added to a form, Visual Studio ends in
Visual Studio in error. | error.
3 | The designer display | An error may occur if a form on which an ACT control is | Section 5.3
may be failed. added is opened in a Visual Studio .NET project.
4 | Displaying a designer | Ifa form on which an ACT control is added is opened ina | Section 5.4
fails to display an Visual Studio .NET project, the ACT control is not
ACT control. displayed.
5 | Displaying a designer | Ifa form on which an ACT control is added is opened in a | Section 5.5
ends Visual Studio in | Visual Studio .NET project, Visual Studio ends in error.
CITOT.
6 | Testing a dialogbox | Adding an ACT control and testing a dialog box in an Section 5.6
may end Visual MEFC project may end Visual Studio in error.
Studio in error.
Execution of a user 7 | Executing an MFC An error may occur if an MFC project program including | Section 5.7
application project program may | a form with an ACT control is created and executed.
cause an error.
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3. DEP Configurations that May Cause Problems

In the creation environment and execution environment of user applications, problems may occur due to the combination
of the versions of the OS/Visual Studio being used and the DEP configurations. The following shows the combinations that
may cause problems.

If your environment corresponds to any of the following combinations, make settings in accordance with the ‘Flow chart
for avoiding problems’ (Refer to “Chapter 4 Configurations for Avoiding Problems due to the Effect of DEP”).

Point
In Windows XP, Windows Vista and 32-bit/64-bit Windows 7alike, the DEP configuration is “OptIn” by
default.
If the configuration is uncertain, confirm it.
(For the method for confirming, refer to “Section 4.2 Confirming DEP Configuration”.)

(1) Creation environment of user applications
The following shows the DEP configurations that may cause problems in the creation environment of user applications.

Table 3-1 DEP configurations that may cause problems in creation environment

DEP configurations that may cause

Creation environment
problems

Windows Vista, Visual Studio 2010 Optln, OptOut, AlwaysOn

32-bit/64-bit Windows 7 |visual Studio 2008
Visual Studio 2005

Visual Studio 2010
Windows XP Visual Studio 2008
Visual Studio 2005

AlwaysOn

(2) Execution environment of user applications
Problem may occur depending on the execution environment when an MFC project user application is created with
Visual Studio 2008 and Visual Studio 2010. (For distinguishing MFC projects, refer to “Chapter 6 Distinguishing Types
of Projects™.)
The following shows the DEP configurations that may cause problems in the execution environment of user
applications.

Table 3-2 DEP configurations that may cause problems in execution environment

DEP configurations that may cause

Execution environment
problems

Windows Vista,
32-bit Windows 7
Windows XP AlwaysOn

Optln, OptOut, AlwaysOn
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4. Configurations for Avoiding Problems due to the Effect of DEP

4.1 Flow Chart for Avoiding Problems

Make settings in accordance with the following flow chart to avoid problems caused by the effect of DEP.

(1) Creation environment of user applications

C Start

D)

v

Confirming the DEP configuration
Confirm the DEP configuration in the creation environment
of user applications.

May the creation environment be
affected by DEP?

Yes
h 4

Changing the DEP configuration
Make the settings so that the creation environment of user
applications is not affected by DEP.

Do you create an
MFC project program with Visual Studio 2008 and
Visual Studio 20107?

Yes
A 4

No—

Changing the linker option
Change the linker option to create a program not affected
by DEP.

A 4

No——

( Finish

)

Figure 4-1 Flow chart for avoiding problems in the creation

environment

Refer to “Section 4.2 Confirming DEP Configuration”.

Refer to “Chapter 3 DEP Configurations that May Cause
Problems”.

Refer to “Section 4.3 DEP Configuration” and “Section 4.4
Changing DEP Configuration”.

For distinguishing MFC projects, refer to “Chapter 6
Distinguishing Types of Projects”.

Refer to “Section 4.5 Linker Option Setting”.
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(2) Execution environment of user applications

( o )

Is the user application
to be executed created with MFC project of
Visual Studio 2008 and
Visual Studio 20102

Yes
A 4

Confirming the DEP configuration
Confirm the DEP configuration in the execution
environment of user applications.

May the execution environment
be affected by DEP?

—Uncertain » Yes

No Changing the DEP configuration
Make the settings so that the execution environment of
user applications is not affected by DEP.

No

C Finen D

Figure 4-2 Flow chart for avoiding problems in the execution

environment

For distinguishing MFC projects, refer to “Chapter 6
Distinguishing Types of Projects”.

Refer to “Section 4.2 Confirming DEP Configuration”.

Refer to “Chapter 3 DEP Configurations that May Cause
Problems”.

Refer to “Section 4.3 DEP Configuration” and “Section 4.4
Changing DEP Configuration”.
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4.2 Confirming DEP Configuration

In Windows XP, Windows Vista and 32-bit/64-bit Windows 7 alike, the DEP configuration is “OptIn” by default.
If the configuration is uncertain, confirm it in the following way.

(1) Windows Vista and 32-bit/64-bit Windows 7

Perform the following operations with administrator privileges.

1) Select [Start]-[All Programs]-[ Accessories].

2) nght click on [Command Prompt] and select [Run as administrator].

| Calculator ‘W
W Command P~
22 Connectto 2 Open

| Notepad g‘ Run as administrator

A Paint Open file location

“m Remote Des) Pin to Start Menu

=] Run Add to Quick Launch

% Snipping To

t Sound Recor Restore previous versicns

l"l}) Sync Center|
o Welcome Ce
W Windows Bxj Cut
_"@ Windows M

Send To +

Copy
B Windows Siq
=) WordPad Delete
) Ease of Acce Rename

System Tool
Tablet PC

Properties

Back

3) Input the following command.

| BCDEDIT

4) The current DEP configuration is shown on the line “nx” in the following screen.

{hootmgr:
partition=C:
Windows Boot Manager
en—US
{globalsettings?
{current?
dizplayorder {current
toolsdisplayorder {memdiag}
timeout El]

llindows Boot Loader

{current?

{hoot loadel "ett ings>
partiti
SHindows

{

C:sWindowsssystem3d2>_

B Administrator: Command P ro\mgt

stem32swinload.exe
indows Uista

LLA-Dztcl-a7c8-11dd—ae?1-df374d379591>

= | |
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(2) Windows XP
Perform the following operations with administrator privileges.
1) Select [Start]-[Control Panel].
2) Under “Pick a category”, Select “Performance and Maintenance”.
3) Under “or Pick a Control Panel icon”, select “System”.
4) In the <<Advanced>> tab, select button in the “Startup and Recovery” area.
5) Select the button in the “System startup” area.

Startup and Recovery

System startup
Default operating system:

"Microsoft Windows %P Professional” ffastdetect NoExecute=

Time to display list of operating systems: | 30 ER | seconds
Time to display recovery options when needed: | 30 |3 | seconds

To edit the startup options file manually, dick Edit.

6) Refer to the next line to [operating systems] in your boot.ini file.

B boot.ini - Notepad
File Edit Format Wew Help

[boot Toader]

timeout=30

default=multi(0)disk{(0)rdisk(0)partition(1)\WINDOWS

[OﬁJer ating systems]

multi(0)disk(0)rdisk{0)partition(1)\WINDOWS="Microsoft Windows XP Professional"” /fastdetect /NoExecute=0ptIn

*1

*1: Might be different depending on the environment.
Confirm the DEP configuration from the description of the line starting with “multi...”. Refer to the following table.

Table 4.2-1 Descriptions of boot.ini and DEP configurations

Description of boot.ini DEP configuration
Not including “/noexecute=" Optln
“/noexecute=OptIn” Optln
“/noexecute=OptOut” OptOut
“/noexecute=AlwaysOn” AlwaysOn
“/noexecute=AlwaysOff” AlwaysOff
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4.3 DEP Configuration

The following shows the configurations for avoiding problems due to the effect of the DEP.
(1) Creation environment of user applications
In the environment where user applications are created, configure DEP as follows.

Table 4.3-1 DEP configurations in the creation environment

Creation environment DEP conﬁguration
Visual Studio 2010
Windows Vista, - X AlwaysOff
32-bit/64-bit Windows 7 | visual Studio 2008
Visual Studio 2005 Other than AlwaysOn
Visual Studio 2010 (When AlwaysOn:
Windows XP Visual Studio 2008 Change to Optln,

When other than AlwaysOn:

Visual Studio 2005 No change necessary)

(2) Execution environment of user applications
When user applications are created with MFC projects of Visual Studio 2008 and Visual Studio 2010, configure DEP in
the execution environment as follows. Problems can be avoided by changing the DEP configuration and linker option
(recreating programs).
(a) Possible to change the linker option and create user applications
Select “Image is not compatible with DEP (/NXCOMPAT:NO)” in [Linker]-[Advanced]-[Data Execution
Prevention (DEP)] in the MFC project Property Pages, and create user applications.

Configure DEP as follows.
Table 4.3-2 DEP configuration when the linker option is changeable
Execution environment DEP conﬁguration
Windows Vista, Other than AlwaysOn
32-bit Windows 7 (When AlwaysOn:
Change to OptlIn,
Windows XP When other than AlwaysOn:
No change necessary)

(b) Impossible to change the linker option
When the linker option cannot be changed (when programs cannot be recreated), configure DEP to “AlwaysOFF”".

Table 4.3-3 DEP configuration when the linker option is not changeable

Execution environment DEP configuration
Windows Vista,
32-bit Windows 7 AlwaysOff
Windows XP
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4.4 Changing DEP Configuration

(1) Windows Vista and 32-bit/64-bit Windows 7

Perform the following operations with administrator privileges.

1) Select [Start]-[All Programs]-[Accessories].

2) Right click on [Command Prompt] and select [Run as administrator].

|74 Calculator

ﬁ Command Pi"--w-wi---

@5 Connecttoz
1”| Notepad
" Paint
‘-l,.. Remote Deslrf
5] Run
r‘-_}{,' Snipping To:!
L Sound Reccrri
@ Sync Centeré
o Welcome Cq:
N Windows Exp:
-;'S Windows Mc
[ Windows Sig
=) WordPad
| Ease of Accel
| System Toolé
| TabletPC |

Open

¥ Run as administrator

Open file location
Pin to Start Menu
Add to Quick Launch

Restore previous versicns
Send To

Cut
Copy

Delete

Rename

Properties

Help and Sup

3) Execute the following command.
Table 4.4-1 Command that should be executed

]

DEP to be configured Command that should be executed
Optln BCDEDIT /SET nx Optln
OptOut BCDEDIT /SET nx OptOut
AlwaysOff BCDEDIT /SET nx AlwaysOff

4) Restart the personal computer.
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(2) Windows XP
1) Select [Start]-[Control Panel].
2) Under “Pick a category”, Select “Performance and Maintenance”.
3) Under “or Pick a Control Panel icon”, select “System”.
4) In the <<Advanced>> tab, select button in the “Startup and Recovery” area.
5) Select the button in the “System startup” area.

Startup and Recovery

System startup

Default operating system:
|

"Microsoft Windows XP F'rc-h:.a..lonal'

Time to display list of operating systems: | 30 BN | seconds
Time to display recovery options when needed: | 30 |3 | seconds

To edit the startup options file manually, dick Edit.

[ boot.ini - Notepad

File Edit Format Wiew Help
[boot Toader]
timeout=30

defau'lt multi(0)disk{(0)rdisk(0)partition(1) \WINDOWS
ﬁ:er‘ ati ng s ystems]

ti (O)d'l sk(U)rd'l sk(0)partition(1)\WINDOWS="Microsoft wWindows XP Professional” /fastdetect /NoExecute=0OptIn
*1

*1: Might be different depending on the environment.
6) Edit the boot.ini file as follows.

Table 4.4-2 Description of boot.ini and modification method

Description of boot.ini Modification method
Not including “/noexecute=" | Add the following description at the end of the line starting with
“multi...”, which is the next to the line [operation systems].
When changing to OptOut: “/noexecute=OptOut”
When changing to AlwaysOff: “/noexecute=AlwaysOff”
Including “/noexecute=" Replace a description following “/noexecute=" to the DEP
configuration to be.
When changing to Optin: “/noexecute=OptIn”
When changing to OptOut: “/noexecute=OptOut”
When changing to AlwaysOff: “/noexecute=AlwaysOff”

Point

Be sure to edit the boot.ini carefully. The default configuration (Optln) may be taken for incorrect settings.
Changing settings not explained above may result in Windows XP not being able to start up.

7) In Notepad, select [File]-[Save].

8) Exit Notepad.

9) Click the utton to close the Startup and Recovery dialog box.
10) Click the button to close the System Properties dialog box.
11) Restart the personal computer.
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4.5 Linker Option Setting

When creating an MFC project program with Visual Studio 2008 and Visual Studio 2010, build the program after making
the following setting. (For distinguishing MFC projects, refer to “Chapter 6 Distinguishing Types of Projects”.)

(1) Select “Image is not compatible with DEP (/NXCOMPAT:NO)” in [Linker]-[Advanced]-[Data Execution Prevention
(DEP)] in the MFC project Property Pages.

<In case of Visual Studio 2008>

e gy P —

Configuration: | Active(Debug) = | Platform: [Active(win32) ~| [ Configuration Manager... |
Common Properties R Entry Point -
Framework and Referen| No Entry Point No
Configuration Properties Set Checksum No
General Base Address
Debugging Randomized Base Address Disable Image Randomization (/DYNAMICBASE:NC
e Fixed Base Address Default
Ekes e is not compatible with DEP (/NXCOMPAT:NOY = |
b Turn Off Assembly Generation | Default =
I E::itfﬂt - Delay Loaded DLL Image is not compatible with DEP (/NXCOMPATING)
3 St Libicis Image is compatible with DEP (/NXCOMPAT)
Debugging 3 5
tins Merge Sectiens <inherit frem parent or project defaults>
prtmmmn Target Machine WiachineXg6 MACF
Embedded IDL khk Mo
i CLR Thread Attribute No threading attribute set
Command Line CLRImage Type Default image type =
Wanifest Tool Key File
Resources Key Container
XML Document Generat, Delay S\g_n Ne |
BrowseInformation | "Data Execution Prevention (DEP) =
EiR Feonte ~| | Indicates that an executable was tested to be compatible with the Windows Data Execution
T ke =T | Prevention feature, (/NXCOMPAT, /NXCOMPAT:NO)
ok | [ concel |[ apply
<In case of Visual Studio 2010>
VC-Sample Property Pages -2 |m3al
Configuration: |Active(Debug) v | Platform: |ActivelWin32) = [ Configuration Manager... |
» Common Properties Entry Point main -
4 Configuration Properties No Entry Point No B
General Set Checksum No
Debugging Base Address
VCe+ Directories Randomized Base Address Ves (/DYNAMICBASE)
b T+ Fixed Base Address No (/FIXED:NO)
ke T S - UNXCONPATN) =
Genersl Turn Off Assembly Generation No
:‘:::fm e Unload delay loaded DLL
Nobind delay loaded DLL E
Debugging Import Library
System
Optimization Merge Sections
Embedded IDL Target Machine MachineX86 (/MACHINE:X86)
pE— Profile No
Command Line CLR Thread Attribute
» Manifest Tool CLRImage Type Default image type
> Resources Key File
» XML Decument Generator Key Container
» Browse Information Delay Sign m
b Build Events CLR Unmanaged Code Check
v Custom Build Step Error Reporting Queue For Next Login (/ERRORREPORT:QUEUE)
> Managed Resources SectionAlignment -
Data Execution Prevention (DEP)
Marks an executable as having been tested to be compatible with Windows Data Execution Prevention feature.
[ w ] |UNKCOMPAT:NO]
ok | [ cancel | [ Apply

(2) Build the program.
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5. Workarounds for Problems
This chapter explains the occurrence cause and workaround for each symptom caused due to the effect of DEP.

5.1 An ACT Control Added on a Form May not be Displayed

(1) Symptom
As a Visual Studio .NET project program is created, an ACT control added on a form is not displayed. Only its solid
border is shown as selected. (For distinguishing Visual Studio .NET projects, refer to “Chapter 6 Distinguishing Types

of Projects™.)

E-E-EE @8 0n[9, 0 E gl AR e Bl R R
i T &
x FormLh [Design]* | Start Page | —=

|ERCode Defintion Window gacal Bro
Ready tioo Hisen

(2) Occurrence Cause
This problem occurs if an ACT control is added on a form in a Visual Studio .NET project when DEP is enabled to ACT
controls. The following shows the cases that problems occur for DEP is enabled.

Table 5.1-1 DEP configurations that may cause this problem

DEP Configuration

Creation environment
Optln, OptOut AlwaysOn

Visual Studio 2010
64-bit Windows 7 Visual Studio 2008 ©

Visual Studio 2005 -
Windows Vista, Visual Studio 2008 0 O
32-bit Windows 7 Visual Studio 2005
Windows XP Visual Studio 2008 -

Visual Studio 2005

O: Causes problems -: Does not cause problems
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(3) Workaround
To workaround this problem, change the DEP configuration as follows.

Table 5.1-2 DEP Configurations for avoiding this problem

Creation environment DEP Configuration
V¥sual Stud%o 2010 AlwaysOff
Visual Studio 2008
Other than AlwaysOn
64-bit Windows 7 (When AlwaysOn:
Visual Studio 2005 Change to Optln,

When other than AlwaysOn:
No change necessary)

Windows Vista, Visual Studio 2008 AlwaysOff
32-bit Windows 7 Visual Studio 2005 Other than AlwaysOn
Visual Studio 2008 (When AlwaysOn:
. Change to Optln,
Windows XP Visual Studio 2005 When other than AlwaysOn:

No change necessary)

When the DEP configuration cannot be changed, this problem can be avoided by creating a program using an ACT
control without pasting it to a form (Reference).
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5.2 Adding an ACT Control to a Form Ends Visual Studio in Error

(1) Symptom
When a Visual Studio .NET project program is created, adding an ACT control to a form with the designer displays the
following dialog box and ends Visual Studio in error.
If a Visual Studio .NET project program including a form with an ACT control is debugged, an exception may occur
(0xC0000005:Access violation) and the program may be closed. (For distinguishing Visual Studio .NET projects, refer
to “Chapter 6 Distinguishing Types of Projects™.)

B+ Microsoft Visual Studie @

o Microsoft Visual Studio has encountered a problem and needs to
close.

If you had files open that contained unsaved changes, these changes might be lost.

# Check online for a solution and close the program

# Close the program

% Debug the program

w) View problem details

(2) Occurrence Cause
The problem occurs if an ACT control is added to a form in a Visual Studio .NET project while DEP is enabled to ACT

controls.
The following table lists whether a problem occurs with DEP enabled.

Table 5.2-1 DEP configurations that may cause this problem

. . DEP Configuration
Creation environment
Optln, OptOut AlwaysOn
Windows Vista, . .
32-bit Windows 7 Visual Studio 2010 @) o
Windows XP Visual Studio 2010 -

O: Causes problems -: Does not cause problems

(3) Workaround
To workaround this problem, change the DEP configuration as follows.

Table 5.2-2 DEP Configurations for avoiding this problem

Creation environment DEP Configuration
Windows Vista, . .
32-bit Windows 7 Visual Studio 2010 AlwaysOff
Other than AlwaysOn
(When AlwaysOn:
Windows XP Visual Studio 2010 Change to Optln,

When other than AlwaysOn:
No change necessary)

When the DEP configuration cannot be changed, this problem can be avoided by creating a program using an ACT
control without pasting it to a form (Reference).
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5.3 Designer Display May be Failed

(1) Symptom
When a Visual Studio .NET project program is created, opening a form including an ACT control with the designer may
cause an error. (For distinguishing Visual Studio .NET projects, refer to “Chapter 6 Distinguishing Types of Projects”.)

% WindowsAppiication - Microsoft Visual Studio
File Edit Project Buid Debug Data Tools Tes

@, A e e Bl R RR

(2) Occurrence Cause
This problem occurs if a form including an ACT control is opened with the designer in a Visual Studio .NET project
when DEP is enabled to ACT controls.
The following shows the cases that problems occur for DEP is enabled.

Table 5.3-1 DEP configurations that may cause this problem

. . DEP Configuration
Creation environment
Optln, OptOut AlwaysOn
Windows Vista, Visual Studio 2008 @)
32-bit Windows 7 Visual Studio 2005 5
Windows XP Visual Studio 2008 -
Visual Studio 2005

O: Causes problems -: Does not cause problems

(3) Workaround
To workaround this problem, change the DEP configuration as follows.

Table 5.3-2 DEP Configurations for avoiding this problem

Creation environment DEP Configuration
Windows Vista, Visual Studio 2008 AlwaysOff
32-bit Windows 7 Visual Studio 2005 Other than AlwaysOn
(When AlwaysOn:

Visual Studio 2008 Change to OptIn,

When other than AlwaysOn:
No change necessary)

Windows XP
Visual Studio 2005

When the DEP configuration cannot be changed, this problem can be avoided by creating a program using an ACT
control without pasting it to a form (Reference).
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5.4 Displaying a Designer Fails to Display an ACT Control

()

(@)

Symptom
If a form including an ACT control is opened with the designer when a Visual Studio .NET project program is created,

the ACT control is not displayed. Only its solid border is shown as selected. (For distinguishing Visual Studio .NET
projects, refer to “Chapter 6 Distinguishing Types of Projects”.)

-|| R A GO

Occurrence Cause

This problem occurs if a form including an ACT control is opened with the designer in a Visual Studio .NET project
when DEP is enabled to ACT controls.

The following shows the cases that problems occur for DEP is enabled.

Table 5.4-1 DEP configurations that may cause this problem

DEP Configuration
Optln, OptOut AlwaysOn

Creation environment

Visual Studio 2010

64-bit Windows 7 Visual Studio 2008 © O

Visual Studio 2005 -
O: Causes problems -: Does not cause problems

(3) Workaround

To workaround this problem, change the DEP configuration as follows.

Table 5.4-2 DEP Configurations for avoiding this problem

Creation environment DEP Conﬁguration
Visual Studio 2010 AlwaysOff
Visual Studio 2008
Other than AlwaysOn
64-bit Windows 7 (When AlwaysOn:
Visual Studio 2005 Change to Optln,

When other than AlwaysOn:
No change necessary)

When the DEP configuration cannot be changed, this problem can be avoided by creating a program using an ACT
control without pasting it to a form (Reference).
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5.5 Displaying a Designer Ends Visual Studio in Error

()

2

€)

Symptom

If a form including an ACT control is opened with the designer when a Visual Studio .NET project program is created,
the following dialog box appears and Visual Studio ends in error.

If a Visual Studio .NET project program including a form with an ACT control is debugged, an exception may occur
(0xC0000005:Access violation) and the program may be closed. (For distinguishing Visual Studio .NET projects, refer
to “Chapter 6 Distinguishing Types of Projects™.)

B+ Microsoft Visual Studio @

oy Microsoft Visual Studio has encountered a problem and needs to
close.

If you had files open that contained unsaved changes, these changes might be lost.

% Check online for a solution and close the program

2 Close the program

% Debug the program

w | View problem details

Occurrence Cause

The problem occurs if a form including an ACT control is opened with the designer in a Visual Studio .NET project
while DEP is enabled to ACT controls.

The following shows the cases that problems occur for DEP is enabled.

Table 5.5-1 DEP configurations that may cause this problem

. . DEP Configuration
Creation environment
Optln, OptOut AlwaysOn

Windows Vista, Visual Studio 2010

32-bit Windows 7 isual Studio O 0

Windows XP Visual Studio 2010 -

O: Causes problems -: Does not cause problems
Workaround

To workaround this problem, change the DEP configuration as follows.

Table 5.5-2 DEP Configurations for avoiding this problem

Creation environment DEP Configuration
Windows Vista, . .
32-bit Windows 7 Visual Studio 2010 AlwaysOff
Other than AlwaysOn
(When AlwaysOn:
Windows XP Visual Studio 2010 Change to Optln,

When other than AlwaysOn:
No change necessary)

When the DEP configuration cannot be changed, this problem can be avoided by creating a program using an ACT
control without pasting it to a form (Reference).

SMITSUBISHI ELECTRIC CORPORATION

HEAD OFFICE : TOKYO BUILDING, 2-7-3 MARUNOUCH]I, CHIYODA-KU, TOKYO 100-8310, JAPAN
NAGOYA WORKS : 1-14, YADA-MINAMI 5-CHOME, HIGASHI-KU, NAGOYA, JAPAN




TECHNICAL BULLETIN

[Issue No.] FA-A-0051-C [Page] 18/23
[Title] Restrictions related to the Data Execution Prevention (DEP)

[Date of Issue] December 2008 (Ver. C: August 2012)

[Relevant Models] Communication support tool MELSOFT MX series MX Component

5.6 Testing a Dialog Box May End Visual Studio in Error

(1) Symptom
When an MFC project program is created, testing a dialog box may end Visual Studio in error. (For distinguishing MFC
projects, refer to “Chapter 6 Distinguishing Types of Projects”.)

Farmat | Tools Test Windo

Align b

B¢ Microsoft Windows &J‘
Space Evenly [
Make Same Size 3 ¢ Microsoft Visual Studio 2008 has stopped working
Arrange Buttons 4 Windows can check online for a solution to the problem the next time you go online and try
G : to restart the program.

Center in Dialog r

£to Lontent ** Check online for a solution later and restart the program
Auto Size 2

X . Restart the program
Flip ;
Tab Order “* Debug the program
Guide Settings.., 5

z w | View problem details
IE‘ Toggle Guides )

@9 | Check Mnemonics
F=]  Test Dialog

(2) Occurrence Cause
This problem occurs if an ACT control is added on a form and then “Test Dialog” is performed in an MFC project when
DEP is enabled to ACT controls.
The following shows the cases that problems occur for DEP is enabled.

Table 5.6-1 DEP configurations that may cause this problem

DEP Configuration
Optln, OptOut AlwaysOn

Creation environment

Visual Studio 2010
Visual Studio 2008
Visual Studio 2005
Visual Studio 2010
Windows XP Visual Studio 2008
Visual Studio 2005

Windows Vista,
32-bit Windows 7

O

O: Causes problems -: Does not cause problems
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(3) Workaround
To workaround this problem, change the DEP configuration as follows.

Table 5.6-2 DEP Configurations for avoiding this problem

Creation environment DEP Conﬁguration
Visual Studio 2010
Windows Vista, - al Studio 2008 AlwaysOff
32-bit Windows 7 Visual Studio
Visual Studio 2005 Other than AlwaysOn
Visual Studio 2010 (When AlwaysOn:
. : - Change to Optln,
Windows XP Visual Studio 2008 When other than AlwaysOn:
Visual Studio 2005 No change necessary)

When the DEP configuration cannot be changed, this problem can be avoided by creating a program using an ACT
control without pasting it to a form (Reference).
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5.7 Executing an MFC Project Program May Cause an Error

(1) Symptom
When an MFC project program including a form with an ACT control is created and executed, the following dialog box
may be displayed and the program may be closed. When an MFC project program including a form with an ACT control
is debugged with Visual Studio 2008 and Visual Studio 2010, an exception may occur (0xC0000005:Access violation)
and the program may be closed. (For distinguishing MFC projects, refer to “Chapter 6 Distinguishing Types of
Projects™.)

ljg sampleEng MFC Application has stopped working
*1

Windows can check online for a solution to the preblem the next time you ge online.

% Check online for a solution later and close the program

# Close the program

< Debug the program

I.:\_I:Z' View problem details

*1: The character string specified in “FileDescription” of “VS_VERSION INFO” in the resource is displayed as
the program name.

When the | Close the program | button is clicked, the message “To help protect your computer, Data Execution

*1 55

Prevention has closed the program ".” is displayed on the task bar.

@ sampleEng MFC Application yyas closed *
* To help protect your computer, Data Execution
Prevention has closed sampleEng MFC Application,
Click to learn more.

*1: The character string specified in “FileDescription” of “VS_VERSION INFO” in the resource is displayed as
the program name.
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(2) Occurrence Cause
This problem occurs if any of the following conditions is true when a program including a form with an ACT control is

created.
Table 5.7-1 DEP configurations that may cause this problem
Execution DEP configuration
environment Optln, OptOut AlwaysOn

Causes problems only if “Image is compatible with DEP” is

Windows Vista, selected in [Linker]-[Advanced]-[Data Execution

32-bit Windows 7 | Prevention (DEP)] in the Property Pages when the program @)
is created (built).

Windows XP -

O: Causes problems -: Does not cause problems
(3) Workaround
To workaround this problem, change the DEP configuration and the linker option (recreate the program).
(a) Possible to change the linker option and create user applications
Select “Image is not compatible with DEP (/NXCOMPAT:NO)” in [Linker]-[Advanced]-[Data Execution
Prevention (DEP)] in the MFC project Property Pages, and create user applications.

Configure DEP as follows.
Table 5.7-2 DEP configuration when the linker option is changeable
Execution environment DEP configuration
Windows Vista, Other than AlwaysOn
32-bit Windows 7 (When AlwaysOn:
Change to Optln,
Windows XP When other than AlwaysOn:
No change necessary)

(b) Impossible to change the linker option
When the linker option cannot be changed (when programs cannot be recreated), configure DEP to “AlwaysOFF”.

Table 5.7-3 DEP configuration when the linker option is not changeable

Execution environment DEP conﬁguration
Windows Vista,
32-bit Windows 7 AlwaysOff
Windows XP
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6. Distinguishing Types of Projects
Types of projects can be distinguished based on the way of opening its form in the designer.
The following shows the both cases of a Visual Studio .NET project and MFC project.
(1) Visual Studio .Net project
In the “Solution Explorer”, double click a form (*.h file or *.vb file).
When a form is opened in this way, its project type is the Visual Studio .NET project.

19y & X _Formlh [Design] | Start Page |

=l 0 |
| ; %Utim ‘Sample2005' (1 project:: o=l Sample =IEE
= 54 Sample2005
[Lr Header Files Canitrol
= ©) AtEasylF LogicalStationNumber —
= Forml.resX
. esource.h () ActQCPUG
.. h] stdafch Close
- [d Resource Files
[ [ Source Files Random Read/Wirite
. ReadMe.tt DeviceNami: DeviceSize: DeviceData:

ReadDeviceRandom2
Wite DeviceRandom2

Block Read/\Write
DeviceName: DeviceSize: DeviceData:
ReadDeviceBlock2

[« E i d | WiriteDeviceBlock2
|.;;§So|... @Cla... Qpr @R | u

(2) MFC project
In the “Resource view”, double click a resource ID under [Dialog].
When a form is opened in this way, its project type is the MFC project.

T

|Resource View - sampleEng v & X “amplefng.rc - ID...G_DIALOG - Dialog | Start Page |
sampleEng

[ sampleEng.rc e s pureren poERrEs RS CETATE BEwE |

i Dialog :
| K Y
=] IDD_ABOUTBOX - K] CustomSampleEng =]

1 1DD_SAMPLEENG_DIALOG
Bl Jeon - Cortiol ) AJTIDETIUDR () ActEasylf

g3 String Table

i Version Methad Open Commutication m
| GelCpuType Result

il Return -

= Device Mame  Sample edit ba: GetDevice Gample edt biow
7 DeviceValue  Sampleeditbar | SetDevice Output

= Sample edit box

Close Conmmunication -
| Sample edit box
Cloze

|4 | I v
[R50l [ - ZPr- |@Re |
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REVISIONS
Version Print Date Revision
- December 2008 First edition
May 2010 Compatibility with Windows 7 is added.

Compatibility with 64-bit Windows 7 is added.

B June 2011 Compatibility with Visual Studio 2010 is added.

C August 2012 The pote on the symptom occurrence software version (MX Component
Version 3 or earlier) is added.

Microsoft, Windows, Windows Vista, Visual Studio are registered trademarks of Microsoft Corporation in the United
States and other countries.

All other company names and product names used in this document are trademarks or registered trademarks of their
respective companies.

® and TM marks are omitted in this document.
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