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[Title] Corrective actions for problems regarding Windows XP [Date of Issue] Jan., 05
Service Pack2 with Advanced Security Technologies

[Relevant Models] Mitsubishi Integrated FA software MELSOFT series: GX, MX, PX series

Thank you for your continuous support of Mitsubishi integrated FA software, MELSOFT series.

MELSOFT series is basically compatible with Windows XP. However, some of MELSOFT products may not run correctly
on Windows XP Service Pack?, as the operating system includes “Advanced Security Technologies”.
This technical bulletin is to inform the malfunction symptoms and the corrective actions.

Relevant Model: GX RemoteService-1, PX Developer, MX Component
Models other than above have been concluded to be compatible with Windows XP Service Pack?2.

1. In case of GX RemoteService-I
(1) Symptom
If the Windows firewall function of the server (personal computer in which GX RemoteService-1 has been installed)

is set to disable the access to the server via an Internet, the client (Web browser/mobile phone/GX Explorer) will be
unable to connect to the server via an Internet.

(2) Corrective action

In the above case, take any of the corrective actions 1 to 3 for the personal computer in which GX RemoteService-I
has been installed.

Note that these corrective actions will weaken the Windows security function. This may raise the risk of intrusion to
the personal computer by virus or intruder. Consult with the network administrator and determine the necessary
corrective actions.
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[Corrective action 1]
Add the following two exceptional programs to “Exceptions” list in “Windows Firewall” settings ™.
If these exceptional programs have been added, check the corresponding check boxes to enable them.
Exceptional program: “C:/WINDOWS/system32/inetsrv/inetinfo.exe”
“C:/EZSocketlJE/bin/EZSocketl JE.exe” ™
(Before addition)

= Windows Firewall X

General | Exceplions | Advanced

‘windows Firewallis blocking incaming netwark comnnections, except for the
progiams and services selected below. Adding exceptions allows some programs
to work better but might increase your security risk.

Programs and Services:

Name

File and Printer Sharing
Remate Assistance

[ Remate Desktop

O UPHP Framework.

@Lngram | Detror—H—F+ } Use "Add Program" button to add
exceptional programs.

Display a notification when Windows Firewall blocks a program

‘what are the risks of allowing exceptions?

1
(After addition)

= Windows Firewall X

General | Exceptions | Advanced

‘windows Firewall iz blacking incoming network, connections, except for the
progiams and services selected below. Adding exceptions allows some programs
to work, better but might increase yaur security risk,

Brograme and Services:

Name

EZSocketJE }
<

File and Printer Shating
inetinfo

Added exceptional programs

Remote Assistance
[ Remote Desktop
I UPAP Framework,

[ddFogam.. | [ addPot. | Edi

Display a notification when Windaves Firewall blocks a program

‘what are the risks of allowing exceptions?

*1:To display “Windows Firewall” settings screen, select [Start] — [Control Panel] — [Security Center] — [Windows Firewall].
It is required to log on as a user of Administrators group with rights to control the personal computer, when changing the

Windows firewall settings.
*2: When the destination drive of GX RemoteService-1 is changed during installation, EZSocketlJE.exe will also be shifted to the

new destination drive.

S MITSUBISHI ELECTRIC CORPORATION

HEAD OFFICE : 1-8-12, OFFICE TOWER Z 14F HARUMI CHUO-KU 104-6212, JAPAN
NAGOYA WORKS : 1-14, YADA-MINAMI 5-CHOME, HIGASHI-KU, NAGOYA, JAPAN




TECHNICAL BULLETIN

[Issue No.] T99-0046 [Page] 3/10
[Title] Corrective actions for problems regarding Windows XP [Date of Issue] Jan., 05
Service Pack2 with Advanced Security Technologies

[Relevant Models] Mitsubishi Integrated FA software MELSOFT series: GX, MX, PX series

[Corrective action 2]
Add the following two exceptional ports to “Exceptions” list in “Windows Firewall” settings ™.
Exceptional port: “HTTP port No. for MELSOFT connection: 8080
“HTTP port No. for Web facility: 80"
(Before addition)

* Windows Firewall X

General | Exceptions | Advanced

Windows Firewall i blacking incoming network connections, sxcept for the
programs and servicss selscted below. Adding exceptions allows some programs
to work better but might increase pour security risk.

Brograms and Services:
Name
File and Printer Sharing
Flemate Assistance
[C1Remate Desktop
CIUPHP Framewark.

[Ladd Program ([ AddPot | [ )< } Use "Add Port" button to add
exceptional ports.

Display a pofification when Windaws Fiiewal blacks a progiam

‘what are the risks of allowing exceptions?

(After addition)

General | Exceplions | Advanced

Wwindows Firewall i blocking incoming netwerk connections, except far the
programs and services selected below. Adding exceptions allows some programs
to work better but might increase pour security isk.

Progiams and Services:

Name
File and Printer Sharing
RAS-B0part

FARes webPor < Added exceptional ports
Femote Assistance
[JRemote Desktop
O UPRP Framework
[ tudProgram... | addFor | [ Edit

Display a notification when Windaws Firswall blocks & progiam

What are the risks of allowing exceptions?

. R . . . Network setti ]
*3: To display “Windows Firewall” settings screen, select [Start] — C - “ 'g‘ &
. . . onnection type
[Control Panel] — [Security Center] — [Windows Firewall]. e —
It is required to log on as a user of Admlnlstra_tors group with rights - Dot comenton — cancel
to control the personal computer, when changing the Windows
f”-ewa” Settings HTTP port No. for MELSOFT connection

 Default port Mo. (3080)

*4: Add the port No. actually used.
Confirm the port No. actually used in “Network settings” of GX
RemoteService-1 as shown as follows:. HITP oo orfieb el

& Default port No. (80)

 Appoint a port No
—

© Appoint a port Mo
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[Corrective action 3]
Disable the Windows Firewall in “Windows Firewall” settings ™.

"= Windows Firewall

General | Exceptions | Advanced

Windows Firewall iz helping to protect vaur PC

Wfindows Firewall helps protect pour computer by preventing unautharized users
from gaining access bo pour computer trough the Inkermet or a nebwark.

@ ) On [recommended)

Thisg =etting blocks all outside sources from connecting to thiz
computer, with the exception of thoze selected on the Exceptions tab,

Select thiz when you connect to public netwarks in legs secure
lozations, such as airportz. o will not be notified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

(2)i0Ff [not recommended}

Avaid using s setting. Tuming off Windaws Firewall may make this
cornputer morg vulnerable to viruses and intruders.

wihat elze should | khnow gbout Windows Firewsll?

[ Ok, l [ Cancel

Select "Off" to disable the Windows
Firewall in "Windows Firewall" settings.

*5:To display “Windows Firewall” settings screen, select [Start] — [Control Panel] — [Security Center] — [Windows Firewall].
It is required to log on as a user of Administrators group with rights to control the personal computer, when changing the
Windows firewall settings.
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2. In case of PX Developer monitor tool
(1) Symptom
If the Windows firewall function of the personal computer in which PX Developer has been installed is set to disable the
access to the monitor tool via an Internet, the monitor tool will be unable to receive the event notification issued from the
Ethernet-connected PLC CPU.

(2) Corrective action

In the above case, take any of the corrective actions 1 to 3 for the personal computer in which PX Developer has been
installed.

Note that these corrective actions will weaken the Windows security function. This may raise the risk of intrusion to the
personal computer by virus or intruder. Consult with the network administrator and determine the necessary corrective
actions.
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[Corrective action 1]
Add the following two exceptional programs to “Exceptions” list in “Windows Firewall” settings *®.
If these exceptional programs have been added, check the corresponding check boxes to enable them.
Exceptional program: “C:/ MELSEC / FBDQ / FBDQMon.exe” '

(Before addition)

* Windows Firewall X
General | Exceptions | Advanced

Windows Firewall is blocking incoming network connections, sxcept for the
programs and services selected below. Adding exceptions allows some programs
ta wark better but might increase your security risk.

Programs and Services:

Name

File and Printer Sharing
Remote Assistance

[ Remate Desktop
CIUPAP Framewark

@P_mgmm... [ L W Use "Add Program" button to add
exceptional programs.

Display a notification when Windows Firewall blocks a program

wihat are the risks of allowing exceptions?

(After addition)

= Windows Firewall X
General | Exceptions | Advanced

Windows Firewall is blocking incoming network connections, sxcept for the
programs and services selected below. Adding exceptions allaws some programs
ta wark better but might increase your security risk.

Programs and Services:

Monitor Tanl Added exceptional programs
Remote Assistance
[ Remate Desktop
I UPHP Framework.

[ Add Program. ] [ Add Part ] [ Edit. ] [ Delete

Display a natification when \Windows Firewall blacks a program

wihat are the risks of allowing exceptions?

*6:To display “Windows Firewall” settings screen, select [Start] — [Control Panel] — [Security Center] — [Windows Firewall].
It is required to log on as a user of Administrators group with rights to control the personal computer, when changing the
Windows firewall settings.

*7: When the destination path of PX Developer is changed during installation, FBDQMon.exe will also be shifted to the new
destination path.
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[Corrective action 2]

Add the following two exceptional ports as UDP to “Exceptions” list in “Windows Firewall” settings *®
Exceptional port: “Event notification UDP port No.: 4096”

(Before addition)

General | Exceptions | Advanced

indows Firewall is blocking incoming network connestions, except for the

prograris and services selected below. Adding exceptions allows seme programs
to work better but might increass your securty fsk.

Brograms and Services
Name
File and Piinier Sharing
Flemote Assistance
[ Remate Desklap
[CIUPAP Framemwork

[Ladd Frogram [ addPon. | DEt—

Use "Add Port" button to add
Display a notitication when Windaws Firewall blacks & pragram exceptlonal Ports.

‘what are the risks of allowing exceptions?

1
(After addition)

General | Exceptions | Advanced

Windows Firewall is blocking incaming netwark cannestions, exsept for the

programs and services selected below. Adding exceptions allows some programs
o work,better but might increase yaur secuiy fisk.

Programs and Services:

Name

: Added exceptional Ports
O FRemate Desktop

CIUPAF Framework

[AddProgriam... | [ AddPor. ][ Edi ] [ Dekte

Display a nolification when Windows Firewall blocks a piogiam

‘w'hat are the risks of allwing exceptions?

*8:To display “Windows Firewall” settings screen, select [Start] — [Control Panel] — [Security Center] — [Windows Firewall].
It is required to log on as a user of Administrators group with rights to control the personal computer, when changing the
Windows firewall settings.

*9: Add the UDP port No. actually used.

The UDP ports actually used can be confirmed in the PX Developer monitor tool option settings as shown below. The UDP
ports No. is displayed in hexadecimal.

Item C
[ AlarmiEvent
|»E_| General
| |— AlarmiEvent Display on 2nd Line of Monitor Tool Bar Alarm
| |— Highlighted display while alarms occur Maone
| | [Eventnetification UDP Port o) H1000 )
il
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[Corrective action 3]
Disable the Windows Firewall in “Windows Firewall” settings *°.

"= Windows Firewall

General | Exceptions | Advanced

z Firewall iz helping to protect wour PC

Windows Firewall helps protect pour computer by preventing unauthonized users
fram gaining access ko wour computer through the Internet or a netwark.

@ ) On [recommended)

Thisg =etting blocks all outzide sources from connecting to thiz
cornputer, with the exception of thoze selected on the Exceptions tab,

Select thiz when you connect to public netwarks in legs secure
lozations, such as airportz. o will not be notified when Windows
Firewall blocks programsz. Selectionz on the Exceptions tab will be
ignored.

(2)i0Ff [not recommended}

Avoid using tHs setting. Tuming off ‘Windows Firewall may make this
cornputer morg vulnerable to viruses and intruders.

wihat elze should | khnow gbout Windows Firewsll?

[ Ok, l [ Cancel

Select "Off" to disable the Windows
Firewall in "Windows Firewall" settings.

*10: To display “Windows Firewall” settings screen, select [Start] [Control Panel] — [Security Center] — [Windows Firewall].
It is required to log on as a user of Administrators group with rights to control the personal computer, when changing the
Windows firewall settings.
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3. In case of MX Component

)

2

Symptom

If the Internet Explorer security function has been set to disallow the execution of active content, the script
programs*11 created with MX Component will not run. (The attempt to execute a script program displays the

information bar.)
*11: VBScript sample programs supplied by Mitsubishi are included.

Corrective action

In the above case, take any of the corrective actions 1 to 2 for the personal computer in which MX Component has been

installed.

Note that these corrective actions will weaken the Windows security function. This may raise the risk of intrusion to the
personal computer by virus or intruder. Consult with the network administrator and determine the necessary corrective

actions.

[Corrective action 1]

Close the displayed information bar message and select “Allow Blocked Content...” from the click menu of the

information bar, which is hidden behind the Internet Explorer address bar.

As a message appears, confirm the content and select “Yes” to execute the active content.

If you select “No”, the VBScript functions will not be usable.

Information Bar, le

Did you notice the Information Bar?
The Infarmation Bar alerts you when Internet Explorer blocks a
pop-up window ar file download that might not be safe. IF a

‘wWeb page does not display properly, look for the Information
Bar [near the top of pour browser].

[] o not show this message again

De—— Select "OK".

Leam ahout the [nformation Bar

2} MX Component Ver3.0 - Microsoft Internet Explorer g@g‘
."l

File Edit “iew Favorites Tools Help

\ A D) s ! B
Address @D:\MELSEC\Act\5ample\VBScrlpt\TestPro\maln\Index‘htm\ v EGG Links >
ar

o Ernel

@ )
ActML Control si— g
Please select th¢  Information Bar Help
ActML Contrel test (Ctrticl Yyl
[ ActMLE asylF ] [ ActhLOcpul |
[ ActLOcpud ] [ Act|LOnécpy ]
[ ActMLACpU ] | [ ]
[ ActLOIFIC24 ] [ Al 71024 ]
[ ActMLAITIOC24 ] [ ActLAITILIC24 ]
[ ActMLFX485ED ] [ ActMLOJFIE7FITCP |
Security Warning, X
Alloviing active content such as script and Active contrals can be useful, Select "Allow Blocked Content..."
! but active content might also harm your computer, from the C”Ck menu.
Are you sure you want bo let this file run active content?
Select "Yes".
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[Corrective action 2]
In the “Internet Options” settings 2 of Internet Explorer, change the settings to allow the execution of active content.
If the execution of active content is set to be allowed, note that the settings will apply to all files.

Internet Options @@

General | Security | Privacy | Content | Connections | Programs | Advanced
Settings:

2 Security ~
[ Allo ive content from Chs to run on Mu Computer

active content b run in files on My Computer ) Check "Allow active content to run

| &llow software bo run or install even if the signature is invalid in files on My Computer".

Check for publisher's certificate revocation

[] Check for server certificate revozation [requires restart]

Check for signatures on downloaded programs

[] Donat save encrypted pages bo disk,

[ Ermnpty Temporary Internet Files folder when browser is clozed

Enable Integrated Windows Authentication [requires restart]

Erable Profile Azsistant

Use 5L 2.0

Uze S5L 3.0

[] Use TLS 1.0
Warn about invalid site certificates
‘wiarn if changing between secure and not secure mode w
< >
FRestore Defaults
[ u] ] [ Cancel ] [ Apply ]

*12: To display “Internet Options” settings screen, select [Tool] — [Internet Options] in Internet Explorer.

Windows is the registered trademark of Microsoft Corporation in the United States and other countries.
The other company names or products mentioned are the trademarks or registered trademarks of the respective owners.
In addition, ® and TM are omitted in this document.
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