Denial-of-Service (DoS) Vulnerability due to Realtek Chips
Vulnerability in Wi-Fi Communication Processing of Multiple Home
Appliances

Release date: March 24, 2026
Mitsubishi Electric Corporation

Overview

Denial-of-Service (DoS) vulnerability due to Heap-based Buffer Overflow (CWE-122") exists in the Wi-Fi driver for a Realtek chip
of multiple Mitsubishi Electric home appliances.
An attacker may be able to cause a buffer overflow during the product's Wi-Fi frame reception process to temporarily stop Wi-Fi
communication by sending specially crafted Wi-Fi frames from a device connected to the affected product via Wi-Fi. As a result,
legitimate users may be unable to register devices, operate appliances, or obtain information from smartphones and similar devices
(CVE-2025-49604).
These products do not store confidential information such as personal data, and this vulnerability does not present a risk of information
disclosure or unauthorized device operation.
In addition, the following products or operating environments are not affected by this vulnerability.

Products that do not support Wi-Fi communication.

Wi-Fi-capable products that are not actually connected to Wi-Fi.

CVSS?
CVE-2025-49604 CVSS:4.0/AV:A/AC:L/AT:N/PR:L/UL:N/VC:N/VI:N/VA:L/SC:N/SI:N/SA:N Base Score 5.1

Affected Products

The affected products and versions are listed in the table under "Countermeasures for Product" by model number and affected version.
For update procedures and how to check the version, refer to the user manuals for each product application (such as "Kirigamine
REMOTE" and "MyMU").

Description

A denial-of-service (DoS) vulnerability (CVE-2025-49604) due to Heap-based Buffer Overflow (CWE-122) caused by insufficient
frame-size validation during reassembly of fragmented Wi-Fi frames exists in the Wi-Fi driver for a Realtek chip used in multiple
Mitsubishi Electric home appliances.

Impact

An attacker may be able to cause a buffer overflow during the product's Wi-Fi frame reception process to temporarily stop Wi-Fi
communication by sending specially crafted Wi-Fi frames from a device connected to the affected product via Wi-Fi. As a result,
legitimate users may be unable to register devices, operate appliances, or obtain information from smartphones and similar devices.
If Wi-Fi communication on the affected product temporarily stops, it recovers automatically by rebooting itself. If it does not recover
automatically, please restart it manually.

Countermeasures for Customers

Customers using the affected products should update to the fixed version according to the measures described in "Countermeasures
for Product."
Until the fixed version is released, please take the measures described in "Mitigations / Workarounds."

Countermeasures for Product

The fixes products and versions are listed in the table below by model number, fixed version, and details of measures.

1 https://cwe.mitre.org/data/definitions/122.html
2 https://www.first.org/cvss/v4-0/specification-document
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[1] Room Air Conditioners (for Japan)

Model No. Affected fixed Details of Measures

Version Version
MSZ-BKR2223-W 41.00 42.00 The fixed version is scheduled to begin release between early April and
MSZ-BKR2224-W and prior or later late July 2026.

MSZ-BKR2523-W
MSZ-BKR2524-W
MSZ-BKR2823-W
MSZ-BKR2824-W
MSZ-BKR3623-W
MSZ-BKR3624-W
MSZ-BKR4023S-W
MSZ-BKR4024S-W
MSZ-BKR5623S-W
MSZ-BKR5624S-W
MSZ-BKR6323S-W
MSZ-BKR6324S-W
MSZ-BKR7123S-W
MSZ-BKR7124S-W
MSZ-BXV2223-W
MSZ-BXV2224-W
MSZ-BXV2225-W
MSZ-BXV2226-W
MSZ-BXV2523-W
MSZ-BXV2524-W
MSZ-BXV2525-W
MSZ-BXV2526-W
MSZ-BXV2823-W
MSZ-BXV2824-W
MSZ-BXV2825-W
MSZ-BXV2826-W
MSZ-BXV3623-W
MSZ-BXV3624-W
MSZ-BXV3625-W
MSZ-BXV3626-W
MSZ-BXV4023S-W
MSZ-BXV4024S-W
MSZ-BXV4025S-W
MSZ-BXV4026S-W
MSZ-BXV5623S-W
MSZ-BXV5624S-W
MSZ-BXV5625S-W
MSZ-BXV5626S-W
MSZ-BXV6323S-W
MSZ-BXV6324S-W
MSZ-BXV6325S-W
MSZ-BXV6326S-W
MSZ-BXV7123S-W
MSZ-BXV7124S-W
MSZ-BXV7125S8-W
MSZ-BXV7126S-W
MSZ-EM2220E8-W
MSZ-EM2221E9-W
MSZ-EM2221E9-W-1
MSZ-EM2222E1-W
MSZ-EM2222E1-W-1
MSZ-EM2222E1-W-2
MSZ-EM2223E3-W
MSZ-EM2224E4-W
MSZ-EM2225E5-W
MSZ-EM2226E6-W
MSZ-EM2520E8-W
MSZ-EM2521E9-W

Once the fixed version is released, please update the software according
to the procedure below.

The countermeasure is implemented in adapter software version 42.00
or later.

Please update to the fixed version via the "MyMU" application or the
"Kirigamine REMOTE" application.

[For MyMU users]
Check and update the software version from "Adapter Information”
under "Registered Devices" in the "MyMU" application.

For details, refer to "How to Update Wireless LAN Adapter Software"
(User Manual Supplement) at the site below.
https://www.mitsubishielectric.co.jp/home/mymu/entry_ib2.html  (In
Japanese)

[For Kirigamine REMOTE users]

Check and update the software version from "Wireless LAN Software
Update" in "Air Conditioner Management" - "(Room Name)" in the
"Kirigamine REMOTE" application.

For details, refer to the Kirigamine REMOTE user manual at the site
below.
https://www.mitsubishielectric.co.jp/home/kirigamine/function/remote/
ib.html (In Japanese)

If you use only HEMS, please install and configure the Kirigamine
REMOTE application by referring to the Kirigamine REMOTE manual
so that you can check and update the version.
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Model No. Affected fixed Details of Measures
Version Version

MSZ-EM2521E9-W-1 Same Same Same as above

MSZ-EM2522E1-W as above as above

MSZ-EM2522E1-W-1
MSZ-EM2522E1-W-2
MSZ-EM2523E3-W
MSZ-EM2524E4-W
MSZ-EM2525E5-W
MSZ-EM2526E6-W
MSZ-EM2820E8-W
MSZ-EM2821E9-W
MSZ-EM2821E9-W-1
MSZ-EM2822E1-W
MSZ-EM2822E1-W-1
MSZ-EM2822E1-W-2
MSZ-EM2823E3-W
MSZ-EM2824E4-W
MSZ-EM2825E5-W
MSZ-EM2826E6-W
MSZ-EM3620E8-W
MSZ-EM3621E9-W
MSZ-EM3621E9-W-1
MSZ-EM3622E1-W
MSZ-EM3622E1-W-1
MSZ-EM3622E1-W-2
MSZ-EM3623E3-W
MSZ-EM3624E4-W
MSZ-EM3625E5-W
MSZ-EM3626E6-W
MSZ-EM4020E8S-W
MSZ-EM4021E9S-W
MSZ-EM4021E9S-W-1
MSZ-EM4022E1S-W
MSZ-EM4022E1S-W-1
MSZ-EM4022E1S-W-2
MSZ-EM4023E3S-W
MSZ-EM4024E4S-W
MSZ-EM4025E5S-W
MSZ-EM4026E6S-W
MSZ-EM5620E8S-W
MSZ-EM5621E9S-W
MSZ-EM5621E9S-W-1
MSZ-EM5622E1S-W
MSZ-EM5622E1S-W-1
MSZ-EM5622E1S-W-2
MSZ-EM5623E3S-W
MSZ-EM5624E4S-W
MSZ-EM5625E5S-W
MSZ-EM5626E6S-W
MSZ-EM6320E8S-W
MSZ-EM6321E9S-W
MSZ-EM6321E9S-W-1
MSZ-EM6322E1S-W
MSZ-EM6322E1S-W-1
MSZ-EM6322E1S-W-2
MSZ-EM6323E3S-W
MSZ-EM6324E4S-W
MSZ-EM6325E5S-W
MSZ-EM6326E6S-W
MSZ-EM7120E8S-W
MSZ-EM7121E9S-W
MSZ-EM7121E9S-W-1
MSZ-EM7122E1S-W
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Model No. Affected fixed Details of Measures
Version Version

MSZ-EM7122E1S-W-1 Same as Same as Same as above

MSZ-EM7122E1S-W-2 above above

MSZ-EM7123E3S-W
MSZ-EM7124E4S-W
MSZ-EM7125E5S-W
MSZ-EM7126E6S-W
MSZ-EM8020E8S-W
MSZ-EM8021E9S-W
MSZ-EM8021E9S-W-1
MSZ-EM8022E1S-W
MSZ-EM8022E1S-W-1
MSZ-EM8022E1S-W-2
MSZ-EM8023E3S-W
MSZ-EM8024E4S-W
MSZ-EM8025E5S-W
MSZ-EM8026E6S-W
MSZ-EM9020E8S-W
MSZ-EM9021E9S-W
MSZ-EM9021E9S-W-1
MSZ-EM9022E1S-W
MSZ-EM9022E1S-W-1
MSZ-EM9022E1S-W-2
MSZ-EM9023E3S-W
MSZ-EM9024E4S-W
MSZ-EM9025E5S-W
MSZ-EM9026E6S-W
MSZ-EX2223E3-W
MSZ-EX2224E4-W
MSZ-EX2225E5-W
MSZ-EX2226E6-W
MSZ-EX2523E3-W
MSZ-EX2524E4-W
MSZ-EX2525E5-W
MSZ-EX2526E6-W
MSZ-EX2823E3-W
MSZ-EX2824E4-W
MSZ-EX2825E5-W
MSZ-EX2826E6-W
MSZ-EX3623E3-W
MSZ-EX3624E4-W
MSZ-EX3625E5-W
MSZ-EX3626E6-W
MSZ-EX4023E3S-W
MSZ-EX4024E4S-W
MSZ-EX4025E5S-W
MSZ-EX4026E6S-W
MSZ-EX5623E3S-W
MSZ-EX5624E4S-W
MSZ-EX5625E5S8-W
MSZ-EX5626E6S-W
MSZ-EX6323E3S-W
MSZ-EX6324E4S-W
MSZ-EX6325E55-W
MSZ-EX6326E6S-W
MSZ-EX7123E3S-W
MSZ-EX7124E4S-W
MSZ-EX7125E5S-W
MSZ-EX7126E6S-W
MSZ-FD4022S-W
MSZ-FD4023S-W
MSZ-FD4024S-W
MSZ-FD4025S-W
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Model No. Affected fixed Details of Measures
Version Version

MSZ-FD4026S-W Same as Same as Same as above

MSZ-FD5622S-W above above

MSZ-FD5623S-W
MSZ-FD5624S-W
MSZ-FD5625S-W
MSZ-FD5626S-W
MSZ-FD6322S-W
MSZ-FD6323S-W
MSZ-FD6324S-W
MSZ-FD6325S-W
MSZ-FD6326S-W
MSZ-FD71225-W
MSZ-FD7123S-W
MSZ-FD7124S-W
MSZ-FD7125S-W
MSZ-FD7126S-W
MSZ-FD8022S-W
MSZ-FD8023S-W
MSZ-FD8024S-W
MSZ-FD8025S-W
MSZ-FD8026S-W
MSZ-FZ4020S-W
MSZ-FZ4021S-W
MSZ-FZ4022S-W
MSZ-FZ4024S-W
MSZ-FZ4025S-W
MSZ-FZ4026S-W
MSZ-FZ5620S-W
MSZ-FZ5621S-W
MSZ-FZ5622S-W
MSZ-FZ5624S-W
MSZ-FZ5625S-W
MSZ-FZ5626S-W
MSZ-FZ6320S-W
MSZ-FZ6321S-W
MSZ-FZ6322S-W
MSZ-FZ6324S-W
MSZ-FZ6325S-W
MSZ-FZ6326S-W
MSZ-FZ7120S-W
MSZ-FZ7121S-W
MSZ-FZ7122S-W
MSZ-FZ7124S-W
MSZ-FZ7125S-W
MSZ-FZ7126S-W
MSZ-FZ8020S-W
MSZ-FZ8021S-W
MSZ-FZ8022S-W
MSZ-FZ8024S-W
MSZ-FZ8025S-W
MSZ-FZ8026S-W
MSZ-FZ9020S-W
MSZ-FZ9021S-W
MSZ-F79022S-W
MSZ-FZ79024S-W
MSZ-FZ9025S-W
MSZ-FZ9026S-W
MSZ-FZV4020S-W
MSZ-FZV4021S-W
MSZ-FZV40225-W
MSZ-FZV4024S-W
MSZ-FZV40255-W
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Model No. Affected fixed Details of Measures
Version Version

MSZ-FZV4026S-W Same as Same as Same as above

MSZ-FZV5620S-W above above

MSZ-FZV5621S-W
MSZ-FZV56225-W
MSZ-FZV5624S-W
MSZ-FZV5625S-W
MSZ-FZV56265-W
MSZ-FZV6320S-W
MSZ-FZV6321S-W
MSZ-FZV63225-W
MSZ-FZV6324S-W
MSZ-FZV6325S-W
MSZ-FZV6326S-W
MSZ-FZV7120S-W
MSZ-FZV7121S-W
MSZ-FZV71225-W
MSZ-FZV7124S-W
MSZ-FZV71255-W
MSZ-FZV7126S-W
MSZ-FZV8020S-W
MSZ-FZV8021S-W
MSZ-FZV38022S-W
MSZ-FZV38024S-W
MSZ-FZV8025S5-W
MSZ-FZV8026S-W
MSZ-FZV9020S-W
MSZ-FZV9021S-W
MSZ-FZV90225-W
MSZ-FZV9024S-W
MSZ-FZV90255-W
MSZ-FZV9026S-W
MSZ-HXV2522-T
MSZ-HXV2522-W
MSZ-HXV2522-W-1
MSZ-HXV2523-W
MSZ-HXV2523-W-1
MSZ-HXV2524-W
MSZ-HXV2525-W
MSZ-HXV2526-W
MSZ-HXV2822S8-T
MSZ-HXV2822S-W
MSZ-HXV2822S8-W-1
MSZ-HXV2823S-W
MSZ-HXV2823S-W-1
MSZ-HXV2824S-W
MSZ-HXV2825S-W
MSZ-HXV2826S-W
MSZ-HXV4022S-T
MSZ-HXV4022S-W
MSZ-HXV4022S-W-1
MSZ-HXV4022S-W-2
MSZ-HXV4023S-W
MSZ-HXV4023S-W-1
MSZ-HXV4024S-W
MSZ-HXV4025S-W
MSZ-HXV4026S-W
MSZ-HXV5622S-T
MSZ-HXV56225-W
MSZ-HXV5622S-W-1
MSZ-HXV5622S-W-2
MSZ-HXV5623S-W
MSZ-HXV5623S-W-1
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Model No. Affected fixed Details of Measures
Version Version

MSZ-HXV5624S-W Same as Same as Same as above

MSZ-HXV5625S-W above above

MSZ-HXV5626S-W
MSZ-HXV6322S-T
MSZ-HXV63225-W
MSZ-HXV6322S-W-1
MSZ-HXV6322S-W-2
MSZ-HXV6323S-W
MSZ-HXV6323S-W-1
MSZ-HXV6324S-W
MSZ-HXV6325S-W
MSZ-HXV6326S-W
MSZ-HXV7122S-T
MSZ-HXV71225-W
MSZ-HXV7122S-W-1
MSZ-HXV7122S-W-2
MSZ-HXV7123S-W
MSZ-HXV7123S-W-1
MSZ-HXV7124S-W
MSZ-HXV7125S8-W
MSZ-HXV7126S-W
MSZ-HXV8022S8-T
MSZ-HXV80225-W
MSZ-HXV80228-W-1
MSZ-HXV8022S-W-2
MSZ-HXV8023S-W
MSZ-HXV8023S-W-1
MSZ-HXV8024S-W
MSZ-HXV80255-W
MSZ-HXV8026S-W
MSZ-JXV2223-T
MSZ-JXV2223-W
MSZ-JXV2224-W
MSZ-JXV2225-W
MSZ-JXV2226-W
MSZ-JXV2523-T
MSZ-JXV2523-W
MSZ-JXV2524-W
MSZ-JXV2525-W
MSZ-JXV2526-W
MSZ-JXV2823S-T
MSZ-JXV2823S-W
MSZ-JXV2823-T
MSZ-JXV2823-W
MSZ-JXV2824S-W
MSZ-JXV2824-W
MSZ-JXV2825S-W
MSZ-JXV2825-W
MSZ-JXV2826S-W
MSZ-JXV2826-W
MSZ-JXV3623S-T
MSZ-IXV3623S-W
MSZ-JXV3623-T
MSZ-JXV3623-W
MSZ-JXV3624S-W
MSZ-JXV3624-W
MSZ-JXV3625S-W
MSZ-JXV3625-W
MSZ-JXV3626S-W
MSZ-JXV3626-W
MSZ-IXV4023S-T
MSZ-JXV4023S-W
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Model No. Affected fixed Details of Measures
Version Version

MSZ-IXV4024S-W Same as Same as Same as above

MSZ-IXV4025S-W above above

MSZ-IXV4026S-W
MSZ-IXV5623S-T
MSZ-JXV5623S-W
MSZ-IXV5624S-W
MSZ-IXV5625S-W
MSZ-JXV5626S-W
MSZ-IXV6323S-T
MSZ-JXV6323S-W
MSZ-JXV6324S-W
MSZ-JXV6325S-W
MSZ-JIXV6326S-W
MSZ-IXV7123S-T
MSZ-IXV7123S-W
MSZ-IXV7124S-W
MSZ-JIXV7125S-W
MSZ-JIXV7126S-W
MSZ-NXV2224-W
MSZ-NXV2225-W
MSZ-NXV2226-W
MSZ-NXV2524-W
MSZ-NXV2525-W
MSZ-NXV2526-W
MSZ-NXV2824S-W
MSZ-NXV2825S5-W
MSZ-NXV2826S-W
MSZ-NXV3624S-W
MSZ-NXV3625S5-W
MSZ-NXV3626S-W
MSZ-NXV4024S-W
MSZ-NXV40255-W
MSZ-NXV4026S-W
MSZ-NXV5624S-W
MSZ-NXV5625S-W
MSZ-NXV56265-W
MSZ-NXV6324S-W
MSZ-NXV63255-W
MSZ-NXV6326S-W
MSZ-R2223-W
MSZ-R2224-W
MSZ-R2225-W
MSZ-R2226-W
MSZ-R2523-W
MSZ-R2524-W
MSZ-R2525-W
MSZ-R2526-W
MSZ-R2823-W
MSZ-R2824-W
MSZ-R2825-W
MSZ-R2826-W
MSZ-R3623-W
MSZ-R3624-W
MSZ-R3625-W
MSZ-R3626-W
MSZ-R4023S-W
MSZ-R4024S-W
MSZ-R4025S-W
MSZ-R4026S-W
MSZ-R5623S-W
MSZ-R5624S-W
MSZ-R5625S5-W
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Model No. Affected fixed Details of Measures
Version Version

MSZ-R5626S-W Same as Same as Same as above

MSZ-R6323S-W above above

MSZ-R6324S-W
MSZ-R6325S-W
MSZ-R6326S-W
MSZ-R7123S-W
MSZ-R7124S-W
MSZ-R7125S-W
MSZ-R7126S-W
MSZ-RK2223-W
MSZ-RK2224-W
MSZ-RK2225-W
MSZ-RK2226-W
MSZ-RK2523-W
MSZ-RK2524-W
MSZ-RK2525-W
MSZ-RK2526-W
MSZ-RK2823-W
MSZ-RK2824-W
MSZ-RK2825-W
MSZ-RK2826-W
MSZ-RK3623-W
MSZ-RK3624-W
MSZ-RK3625-W
MSZ-RK3626-W
MSZ-RK4023S-W
MSZ-RK4024S-W
MSZ-RK4025S-W
MSZ-RK4026S-W
MSZ-RK5623S-W
MSZ-RK5624S-W
MSZ-RK5625S-W
MSZ-RK5626S-W
MSZ-RK6323S-W
MSZ-RK6324S-W
MSZ-RK6325S-W
MSZ-RK6326S-W
MSZ-RK7123S-W
MSZ-RK7124S-W
MSZ-RK7125S-W
MSZ-RK7126S-W
MSZ-VXV40225-W
MSZ-VXV4023S-W
MSZ-VXV4024S-W
MSZ-VXV4025S5-W
MSZ-VXV4026S-W
MSZ-VXV56225-W
MSZ-VXV5623S-W
MSZ-VXV5624S-W
MSZ-VXV56255-W
MSZ-VXV5626S-W
MSZ-VXV6322S5-W
MSZ-VXV63235-W
MSZ-VXV6324S-W
MSZ-VXV63255-W
MSZ-VXV6326S-W
MSZ-VXV7122S5-W
MSZ-VXV7123S-W
MSZ-VXV7124S-W
MSZ-VXV71255-W
MSZ-VXV7126S-W
MSZ-VXV8022S-W
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Model No. Affected fixed Details of Measures
Version Version

MSZ-VXV8023S-W Same as Same as Same as above

MSZ-VXV8024S-W above above

MSZ-VXV80255-W
MSZ-VXV8026S-W
MSZ-X2223-W
MSZ-X2224-W
MSZ-X2225-W
MSZ-X2226-W
MSZ-X2523-W
MSZ-X2524-W
MSZ-X2525-W
MSZ-X2526-W
MSZ-X2823-W
MSZ-X2824-W
MSZ-X2825-W
MSZ-X2826-W
MSZ-X3623-W
MSZ-X3624-W
MSZ-X3625-W
MSZ-X3626-W
MSZ-X40235-W
MSZ-X4024S-W
MSZ-X40255-W
MSZ-X4026S-W
MSZ-X5623S-W
MSZ-X56245-W
MSZ-X5625S-W
MSZ-X5626S-W
MSZ-X6323S-W
MSZ-X63245-W
MSZ-X63255-W
MSZ-X6326S-W
MSZ-X71238-W
MSZ-X7124S-W
MSZ-X712558-W
MSZ-X7126S-W
MSZ-XD2224-W
MSZ-XD2225-W
MSZ-XD2226-W
MSZ-XD2524-W
MSZ-XD2525-W
MSZ-XD2526-W
MSZ-XD2824S-W
MSZ-XD2825S-W
MSZ-XD2826S-W
MSZ-XD3624S-W
MSZ-XD3625S-W
MSZ-XD3626S-W
MSZ-XD4024S-W
MSZ-XD4025S-W
MSZ-XD4026S-W
MSZ-XD5624S-W
MSZ-XD5625S5-W
MSZ-XD5626S-W
MSZ-XD6324S-W
MSZ-XD6325S-W
MSZ-XD6326S-W
MSZ-XK2223-W
MSZ-XK2224-W
MSZ-XK2225-W
MSZ-XK2226-W
MSZ-XK2523-W
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Model No. Affected fixed Details of Measures
Version Version

MSZ-XK2524-W Same as Same as Same as above

MSZ-XK2525-W above above

MSZ-XK2526-W
MSZ-XK2823-W
MSZ-XK2824-W
MSZ-XK2825-W
MSZ-XK2826-W
MSZ-XK3623-W
MSZ-XK3624-W
MSZ-XK3625-W
MSZ-XK3626-W
MSZ-XK4023S-W
MSZ-XK4024S-W
MSZ-XK40255-W
MSZ-XK4026S-W
MSZ-XK5623S-W
MSZ-XK5624S-W
MSZ-XK5625S5-W
MSZ-XK5626S-W
MSZ-XK6323S-W
MSZ-XK6324S-W
MSZ-XK6325S-W
MSZ-XK6326S-W
MSZ-XK7123S-W
MSZ-XK7124S-W
MSZ-XK7125S-W
MSZ-XK7126S-W
MSZ-7ZD2522-W
MSZ-7ZD2522-W-1
MSZ-7ZD2523-W
MSZ-7ZD2523-W-1
MSZ-7D2524-W
MSZ-7D2525-W
MSZ-7ZD2526-W
MSZ-7D2822S-W
MSZ-ZD2822S-W-1
MSZ-7D2823S-W
MSZ-ZD2823S-W-1
MSZ-7ZD2824S-W
MSZ-7ZD2825S-W
MSZ-7ZD2826S-W
MSZ-7ZD4022S-W
MSZ-ZD4022S-W-1
MSZ-7ZD4022S-W-2
MSZ-7ZD4023S-W
MSZ-72D4023S-W-1
MSZ-7D4024S-W
MSZ-7ZD40255-W
MSZ-7ZD4026S-W
MSZ-7D5622S-W
MSZ-ZD5622S-W-1
MSZ-7ZD5622S5-W-2
MSZ-7D5623S-W
MSZ-ZD5623S-W-1
MSZ-ZD5624S-W
MSZ-7D5625S-W
MSZ-ZD5626S-W
MSZ-ZD63225-W
MSZ-7ZD6322S-W-1
MSZ-ZD6322S-W-2
MSZ-7ZD6323S-W
MSZ-7ZD6323S-W-1
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Model No. Affected fixed Details of Measures
Version Version

MSZ-7D6324S-W Same as Same as Same as above

MSZ-ZD6325S-W above above

MSZ-7D6326S-W
MSZ-ZD7122S-W
MSZ-ZD7122S-W-1
MSZ-7ZD71225-W-2
MSZ-ZD7123S-W
MSZ-ZD7123S-W-1
MSZ-ZD7124S-W
MSZ-7ZD7125S-W
MSZ-ZD7126S-W
MSZ-7D8022S-W
MSZ-ZD8022S-W-1
MSZ-ZD8022S-W-2
MSZ-7ZD8023S-W
MSZ-ZD8023S-W-1
MSZ-7D8024S-W
MSZ-ZD8025S-W
MSZ-ZD8026S-W
MSZ-ZW2220-T
MSZ-ZW?2220-W
MSZ-ZW2221-T
MSZ-ZW2221-T-1
MSZ-ZW2221-W
MSZ-ZW2221-W-1
MSZ-ZW2222-T
MSZ-ZW2222-T-1
MSZ-ZW?2222-T-2
MSZ-ZW2222-W
MSZ-ZW2222-W-1
MSZ-ZW2222-W-2
MSZ-ZW?2223-T
MSZ-ZW2223-W
MSZ-ZW?2224-W
MSZ-ZW2225-W
MSZ-ZW2226-W
MSZ-ZW2520-T
MSZ-ZW2520-W
MSZ-ZW2521-T
MSZ-ZW2521-T-1
MSZ-ZW2521-W
MSZ-ZW2521-W-1
MSZ-ZW2522-T
MSZ-ZW2522-T-1
MSZ-ZW2522-T-2
MSZ-ZW2522-W
MSZ-ZW2522-W-1
MSZ-ZW2522-W-2
MSZ-ZW2523-T
MSZ-ZW2523-W
MSZ-ZW2524-W
MSZ-ZW2525-W
MSZ-ZW2526-W
MSZ-ZW2820S-T
MSZ-ZW2820S-W
MSZ-ZW2820-T
MSZ-ZW2820-W
MSZ-ZW2821S8-T
MSZ-ZW2821S-T-1
MSZ-ZW?28215-W
MSZ-ZW2821S-W-1
MSZ-ZW2821-T
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Model No. Affected fixed Details of Measures
Version Version

MSZ-ZW2821-T-1 Same as Same as Same as above

MSZ-ZW2821-W above above

MSZ-ZW2821-W-1
MSZ-ZW2822S-T
MSZ-ZW2822S-T-1
MSZ-7ZW2822S-T-2
MSZ-ZW28225-W
MSZ-ZW2822S-W-1
MSZ-ZW?28225-W-2
MSZ-ZW2822-T
MSZ-ZW2822-T-1
MSZ-ZW2822-T-2
MSZ-ZW2822-W
MSZ-ZW2822-W-1
MSZ-ZW2822-W-2
MSZ-7ZW2823S-T
MSZ-7ZW2823S-W
MSZ-ZW2823-T
MSZ-ZW2823-W
MSZ-ZW2824S-W
MSZ-ZW?2824-W
MSZ-ZW2825S-W
MSZ-7ZW2825-W
MSZ-ZW2826S-W
MSZ-ZW2826-W
MSZ-ZW3620S-T
MSZ-ZW3620S-W
MSZ-ZW3620-T
MSZ-ZW3620-W
MSZ-ZW3621S-T
MSZ-ZW3621S-T-1
MSZ-ZW3621S-W
MSZ-ZW3621S-W-1
MSZ-ZW3621-T
MSZ-ZW3621-T-1
MSZ-ZW3621-W
MSZ-ZW3621-W-1
MSZ-ZW3622S-T
MSZ-7ZW3622S-T-1
MSZ-ZW3622S-T-2
MSZ-ZW3622S-W
MSZ-ZW3622S-W-1
MSZ-ZW3622S-W-2
MSZ-ZW3622-T
MSZ-ZW3622-T-1
MSZ-ZW3622-T-2
MSZ-ZW3622-W
MSZ-ZW3622-W-1
MSZ-7ZW3622-W-2
MSZ-ZW3623S-T
MSZ-7ZW3623S-W
MSZ-ZW3623-T
MSZ-7ZW3623-W
MSZ-ZW3624S-W
MSZ-ZW3624-W
MSZ-ZW3625S-W
MSZ-ZW3625-W
MSZ-7ZW3626S-W
MSZ-ZW3626-W
MSZ-7ZW4020S-T
MSZ-ZW4020S-W
MSZ-ZW4021S-T
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Model No. Affected fixed Details of Measures
Version Version

MSZ-ZW4021S-T-1 Same as Same as Same as above

MSZ-ZW4021S-W above above

MSZ-ZW4021S-W-1
MSZ-ZW4022S-T
MSZ-ZW40228S-T-1
MSZ-7ZW4022S-T-2
MSZ-ZW40225-W
MSZ-ZW4022S-W-1
MSZ-ZW40225-W-2
MSZ-ZW4023S-T
MSZ-ZW4023S-W
MSZ-7ZW4024S-W
MSZ-7ZW4025S-W
MSZ-7ZW4026S-W
MSZ-ZW5620S-T
MSZ-7ZW5620S-W
MSZ-ZW5621S-T
MSZ-ZW5621S-T-1
MSZ-ZW5621S-W
MSZ-ZW5621S-W-1
MSZ-ZW5622S-T
MSZ-ZW5622S-T-1
MSZ-7ZW5622S-T-2
MSZ-ZW5622S-W
MSZ-ZW56225-W-1
MSZ-ZW5622S-W-2
MSZ-ZW5623S-T
MSZ-7ZW5623S-W
MSZ-ZW5624S-W
MSZ-ZW5625S-W
MSZ-ZW5626S-W
MSZ-ZW6320S-T
MSZ-ZW6320S-W
MSZ-ZW6321S-T
MSZ-ZW6321S-T-1
MSZ-ZW6321S-W
MSZ-ZW6321S-W-1
MSZ-ZW6322S-T
MSZ-ZW6322S-T-1
MSZ-ZW6322S-T-2
MSZ-7ZW6322S-W
MSZ-ZW6322S-W-1
MSZ-ZW6322S-W-2
MSZ-ZW6323S-T
MSZ-ZW6323S-W
MSZ-ZW6324S-W
MSZ-ZW6325S-W
MSZ-ZW6326S-W
MSZ-ZW7120S-T
MSZ-ZW7120S-W
MSZ-ZW71218-T
MSZ-ZW7121S-T-1
MSZ-ZW71218-W
MSZ-ZW7121S-W-1
MSZ-ZW7122S-T
MSZ-ZW7122S-T-1
MSZ-ZW7122S-T-2
MSZ-ZW71228-W
MSZ-ZW7122S-W-1
MSZ-ZW71228-W-2
MSZ-ZW7123S-T
MSZ-ZW7123S-W
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Model No. Affected fixed Details of Measures
Version Version

MSZ-ZW7124S-W Same as Same as Same as above

MSZ-ZW7125S-W above above

MSZ-ZW7126S-W
MSZ-ZW8020S-T
MSZ-7ZW8020S-W
MSZ-ZW8021S-T
MSZ-ZW8021S-T-1
MSZ-ZW8021S-W
MSZ-ZW8021S-W-1
MSZ-ZW8022S-T
MSZ-ZW8022S-T-1
MSZ-ZW_8022S-T-2
MSZ-ZW8022S-W
MSZ-ZW8022S5-W-1
MSZ-ZW8022S-W-2
MSZ-7ZW8023S-T
MSZ-7ZW8023S-W
MSZ-ZW8024S-W
MSZ-ZW8025S-W
MSZ-ZW8026S-W
MSZ-ZW9020S-T
MSZ-ZW9020S-W
MSZ-ZW9021S-T
MSZ-ZW9021S-T-1
MSZ-ZW90215-W
MSZ-ZW9021S-W-1
MSZ-ZW90228-T
MSZ-ZW9022S-T-1
MSZ-ZW9022S-T-2
MSZ-7ZW9022S-W
MSZ-ZW9022S-W-1
MSZ-ZW9022S5-W-2
MSZ-ZW9023S-T
MSZ-7ZW9023S-W
MSZ-ZW9024S-W
MSZ-ZW9025S-W
MSZ-ZW9026S-W
MSZ-7ZXV2220-T
MSZ-ZXV2220-W
MSZ-7ZXV2221-T
MSZ-7ZXV2221-T-1
MSZ-ZXV2221-W
MSZ-ZXV2221-W-1
MSZ-7ZXV2222-T
MSZ-7ZXV2222-T-1
MSZ-ZXV2222-T-2
MSZ-ZXV2222-W
MSZ-ZXV2222-W-1
MSZ-7ZXV2222-W-2
MSZ-7ZXV2223-T
MSZ-ZXV2223-W
MSZ-7ZXV2224-W
MSZ-ZXV2225-W
MSZ-7ZXV2226-W
MSZ-ZXV2520-T
MSZ-7ZXV2520-W
MSZ-ZXV2521-T
MSZ-ZXV2521-T-1
MSZ-ZXV2521-W
MSZ-ZXV2521-W-1
MSZ-7ZXV2522-T
MSZ-7ZXV2522-T-1
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Model No. Affected fixed Details of Measures
Version Version

MSZ-7XV2522-T-2 Same as Same as Same as above

MSZ-ZXV2522-W above above

MSZ-ZXV2522-W-1
MSZ-ZXV2522-W-2
MSZ-7ZXV2523-T
MSZ-7ZXV2523-W
MSZ-ZXV2524-W
MSZ-ZXV2525-W
MSZ-ZXV2526-W
MSZ-ZXV2820S-T
MSZ-7ZXV2820S-W
MSZ-ZXV2820-T
MSZ-ZXV2820-W
MSZ-ZXV2821S-T
MSZ-ZXV2821S-T-1
MSZ-ZXV2821S-W
MSZ-ZXV2821S-W-1
MSZ-ZXV2821-T
MSZ-ZXV2821-T-1
MSZ-ZXV2821-W
MSZ-ZXV2821-W-1
MSZ-ZXV2822S8-T
MSZ-ZXV2822S-T-1
MSZ-ZXV2822S-T-2
MSZ-ZXV2822S-W
MSZ-7ZXV2822S-W-1
MSZ-ZXV2822S-W-2
MSZ-ZXV2822-T
MSZ-ZXV2822-T-1
MSZ-ZXV2822-T-2
MSZ-ZXV2822-W
MSZ-ZXV2822-W-1
MSZ-7ZXV2822-W-2
MSZ-ZXV2823S-T
MSZ-7ZXV2823S-W
MSZ-7ZXV2823-T
MSZ-7ZXV2823-W
MSZ-7ZXV2824S-W
MSZ-ZXV2824-W
MSZ-ZXV2825S-W
MSZ-ZXV2825-W
MSZ-7ZXV2826S-W
MSZ-ZXV2826-W
MSZ-7ZXV3620S-T
MSZ-ZXV3620S-W
MSZ-ZXV3620-T
MSZ-ZXV3620-W
MSZ-ZXV3621S-T
MSZ-ZXV3621S-T-1
MSZ-ZXV3621S-W
MSZ-ZXV3621S-W-1
MSZ-7ZXV3621-T
MSZ-ZXV3621-T-1
MSZ-ZXV3621-W
MSZ-ZXV3621-W-1
MSZ-7ZXV3622S-T
MSZ-ZXV3622S-T-1
MSZ-ZXV3622S-T-2
MSZ-ZXV3622S-W
MSZ-ZXV3622S-W-1
MSZ-ZXV3622S5-W-2
MSZ-ZXV3622-T
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Model No. Affected fixed Details of Measures
Version Version

MSZ-7ZXV3622-T-1 Same as Same as Same as above

MSZ-ZXV3622-T-2 above above

MSZ-7ZXV3622-W
MSZ-ZXV3622-W-1
MSZ-7ZXV3622-W-2
MSZ-ZXV3623S-T
MSZ-7ZXV3623S-W
MSZ-7ZXV3623-T
MSZ-7ZXV3623-W
MSZ-7ZXV3624S-W
MSZ-ZXV3624-W
MSZ-7ZXV3625S-W
MSZ-ZXV3625-W
MSZ-7ZXV3626S-W
MSZ-ZXV3626-W
MSZ-ZXV4020S-T
MSZ-7ZXV4020S-W
MSZ-ZXV4021S-T
MSZ-ZXV4021S-T-1
MSZ-ZXV4021S-W
MSZ-ZXV4021S-W-1
MSZ-ZXV4022S-T
MSZ-ZXV4022S-T-1
MSZ-ZXV4022S-T-2
MSZ-ZXV4022S-W
MSZ-7ZXV4022S-W-1
MSZ-ZXV4022S-W-2
MSZ-ZXV4023S-T
MSZ-ZXV4023S-W
MSZ-7ZXV4024S-W
MSZ-ZXV4025S-W
MSZ-ZXV4026S-W
MSZ-ZXV5620S-T
MSZ-7ZXV5620S-W
MSZ-ZXV5621S-T
MSZ-ZXV5621S-T-1
MSZ-7ZXV5621S-W
MSZ-ZXV5621S-W-1
MSZ-ZXV5622S-T
MSZ-ZXV5622S-T-1
MSZ-ZXV5622S-T-2
MSZ-ZXV56228-W
MSZ-ZXV5622S-W-1
MSZ-7ZXV56225-W-2
MSZ-ZXV5623S-T
MSZ-ZXV5623S-W
MSZ-ZXV5624S-W
MSZ-7ZXV5625S-W
MSZ-7ZXV5626S-W
MSZ-ZXV6320S-T
MSZ-ZXV6320S-W
MSZ-ZXV6321S-T
MSZ-ZXV6321S-T-1
MSZ-ZXV6321S-W
MSZ-ZXV6321S-W-1
MSZ-ZXV6322S-T
MSZ-ZXV6322S-T-1
MSZ-ZXV6322S-T-2
MSZ-ZXV6322S-W
MSZ-ZXV6322S-W-1
MSZ-ZXV6322S5-W-2
MSZ-ZXV6323S-T
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Model No. Affected fixed Details of Measures
Version Version

MSZ-7ZXV6323S-W Same as Same as Same as above

MSZ-ZXV6324S-W above above

MSZ-7ZXV6325S-W
MSZ-ZXV6326S-W
MSZ-ZXV7120S-T
MSZ-ZXV7120S-W
MSZ-ZXV7121S-T
MSZ-ZXV7121S-T-1
MSZ-ZXV7121S-W
MSZ-ZXV7121S-W-1
MSZ-ZXV7122S8-T
MSZ-ZXV7122S-T-1
MSZ-ZXV71228-T-2
MSZ-ZXV7122S-W
MSZ-ZXV71228-W-1
MSZ-ZXV7122S-W-2
MSZ-ZXV7123S-T
MSZ-ZXV7123S-W
MSZ-ZXV7124S-W
MSZ-ZXV7125S-W
MSZ-ZXV7126S-W
MSZ-ZXV8020S-T
MSZ-7ZXV8020S-W
MSZ-ZXV8021S-T
MSZ-ZXV8021S-T-1
MSZ-ZXV8021S-W
MSZ-ZXV8021S-W-1
MSZ-ZXV8022S-T
MSZ-ZXV8022S-T-1
MSZ-ZXV8022S-T-2
MSZ-ZXV8022S-W
MSZ-ZXV8022S-W-1
MSZ-7ZXV8022S5-W-2
MSZ-7ZXV8023S-T
MSZ-7ZXV8023S-W
MSZ-ZXV8024S-W
MSZ-7ZXV8025S-W
MSZ-ZXV8026S-W
MSZ-7ZXV9020S-T
MSZ-ZXV9020S-W
MSZ-ZXV9021S-T
MSZ-ZXV9021S-T-1
MSZ-ZXV9021S-W
MSZ-7ZXV9021S-W-1
MSZ-ZXV9022S-T
MSZ-ZXV9022S-T-1
MSZ-ZXV9022S-T-2
MSZ-ZXV9022S-W
MSZ-7ZXV9022S-W-1
MSZ-ZXV9022S-W-2
MSZ-7ZXV9023S-T
MSZ-7ZXV9023S-W
MSZ-ZXV9024S-W
MSZ-ZXV9025S-W
MSZ-ZXV9026S-W
MSZ-7Y?2223-W
MSZ-7Y2224-W
MSZ-7Y?2225-W
MSZ-7Y2226-W
MSZ-7Y2523-W
MSZ-7Y2524-W
MSZ-7Y2525-W
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Model No. Affected fixed Details of Measures
Version Version

MSZ-7Y2526-W Same as Same as Same as above

MSZ-ZY2823-W above above

MSZ-7Y2824-W

MSZ-7Y2825-W

MSZ-7Y2826-W

MSZ-7Y4023S-W
MSZ-7Y4024S-W
MSZ-7Y4025S-W
MSZ-7Y4026S-W
MSZ-7Y5623S-W
MSZ-7ZY5624S-W
MSZ-7Y5625S5-W
MSZ-7ZY5626S-W
MSZ-7Y6323S-W
MSZ-7Y6324S-W
MSZ-7Y6325S-W
MSZ-7Y6326S-W
MSZ-7ZY7124S-W
MSZ-ZY7125S5-W
MSZ-7ZY7126S-W
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[2] Room Air Conditioners (outside Japan)

Model No. Affected Fixed Measure Details

Version Version
Models released in 2020- | 41.00 42.00 The fixed version is scheduled to begin release between early April
2024. and prior or later and late July 2026.
MFZ-GXT50VFK
MFZ-GXT60VFK The countermeasure is implemented in adapter software version 42.00
MFZ-GXT73VFK or later.
MFZ-KW25VGK-A1l
MFZ-KW25VGK-A2 Once the fixed version is released, please update the software
MFZ-KW35VGK-Al according to the instructions provided by your local Mitsubishi
MFZ-KW35VGK-A2 Electric representative.

MFZ-KW42VGK-Al
MFZ-KW42VGK-A2
MFZ-KW50VGK-Al
MFZ-KW50VGK-A2
MFZ-KW60VGK-Al
MFZ-KW60VGK-A2
MFZ-XT50VFK
MFZ-XT60VFK
MFZ-XT73VFK
MSXY-FP0O5VGK-SG2
MSXY-FP07VGK-SG2
MSXY-FP10VGK-SG2
MSXY-FP13VGK-SG2
MSXY-FP18VGK-SG2
MSXY-FP20VGK-SG2
MSXY-FP24VGK-SG2
MSY-GA10VFK-SG1
MSY-GA13VFK-SG1
MSY-GA15VFK-SG1
MSY-GA18VFK-SG1
MSZ-AP15VGK-E1
MSZ-AP15VGK-E2
MSZ-AP15VGK-ER1
MSZ-AP15VGK-ER2
MSZ-AP15VGK-ET1
MSZ-AP15VGK-ET2
MSZ-AP20VGK-E1
MSZ-AP20VGK-E2
MSZ-AP20VGK-ER1
MSZ-AP20VGK-ER2
MSZ-AP20VGK-ET1
MSZ-AP20VGK-ET2
MSZ-AP22VGKD-A1
MSZ-AP22VGKD-A2
MSZ-AP25VGKD2-A1
MSZ-AP25VGKD2-A2
MSZ-AP25VGKD-A1
MSZ-AP25VGKD-A2
MSZ-AP25VGK-E1
MSZ-AP25VGK-E2
MSZ-AP25VGK-E3
MSZ-AP25VGK-E7
MSZ-AP25VGK-E8
MSZ-AP25VGK-EN1
MSZ-AP25VGK-EN2
MSZ-AP25VGK-EN3
MSZ-AP25VGK-ER1
MSZ-AP25VGK-ER2
MSZ-AP25VGK-ER3
MSZ-AP25VGK-ET1
MSZ-AP25VGK-ET2
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Model No. Affected Fixed Measure Details
Version Version

MSZ-AP25VGK-ET3 Same as Same as Same as above

MSZ-AP35VGKD2-Al above above

MSZ-AP35VGKD2-A2
MSZ-AP35VGKD-A1
MSZ-AP35VGKD-A2
MSZ-AP35VGK-E1
MSZ-AP35VGK-E2
MSZ-AP35VGK-E3
MSZ-AP35VGK-E7
MSZ-AP35VGK-E8
MSZ-AP35VGK-EN1
MSZ-AP35VGK-EN2
MSZ-AP35VGK-EN3
MSZ-AP35VGK-ER1
MSZ-AP35VGK-ER2
MSZ-AP35VGK-ER3
MSZ-AP35VGK-ETI
MSZ-AP35VGK-ET2
MSZ-AP35VGK-ET3
MSZ-AP42VGKD2-A1
MSZ-AP42VGKD2-A2
MSZ-AP42VGKD-A1
MSZ-AP42VGKD-A2
MSZ-AP42VGK-E1
MSZ-AP42VGK-E2
MSZ-AP42VGK-E3
MSZ-AP42VGK-E7
MSZ-AP42VGK-E8
MSZ-AP42VGK-EN1
MSZ-AP42VGK-EN2
MSZ-AP42VGK-EN3
MSZ-AP42VGK-ER1
MSZ-AP42VGK-ER2
MSZ-AP42VGK-ER3
MSZ-AP42VGK-ET1
MSZ-AP42VGK-ET2
MSZ-AP42VGK-ET3
MSZ-AP50VGKD2-A1
MSZ-AP50VGKD2-A2
MSZ-AP50VGKD-A1
MSZ-AP50VGKD-A2
MSZ-AP50VGK-E1
MSZ-AP50VGK-E2
MSZ-AP50VGK-E3
MSZ-AP50VGK-E7
MSZ-AP50VGK-E8
MSZ-AP50VGK-EN1
MSZ-AP50VGK-EN2
MSZ-AP50VGK-EN3
MSZ-AP50VGK-ER1
MSZ-AP50VGK-ER2
MSZ-AP50VGK-ER3
MSZ-AP50VGK-ET1
MSZ-AP50VGK-ET2
MSZ-AP50VGK-ET3
MSZ-AP60VGKD2-A1
MSZ-AP60VGKD2-A2
MSZ-AP60VGKD-A1
MSZ-AP60VGKD-A2
MSZ-AP60VGK-E2
MSZ-AP60VGK-E3
MSZ-AP60VGK-E4

21 / 44




Model No. Affected Fixed Measure Details
Version Version

MSZ-AP60VGK-ER2 Same as Same as Same as above

MSZ-AP60VGK-ER3 above above

MSZ-AP60VGK-ER4
MSZ-AP60VGK-ET2
MSZ-AP60VGK-ET3
MSZ-AP60VGK-ET4
MSZ-AP71VGKD2-A1
MSZ-AP71VGKD2-A2
MSZ-AP71VGKD-A1
MSZ-AP71VGKD-A2
MSZ-AP71VGK-E2
MSZ-AP71VGK-E3
MSZ-AP71VGK-E4
MSZ-AP71VGK-ER2
MSZ-AP71VGK-ER3
MSZ-AP71VGK-ER4
MSZ-AP71VGK-ET2
MSZ-AP71VGK-ET3
MSZ-AP71VGK-ET4
MSZ-AP80VGKD2-A1
MSZ-AP8OVGKD2-A2
MSZ-AP80VGKD-A1
MSZ-AP8OVGKD-A2
MSZ-AY15VGK-E1
MSZ-AY15VGK-ER1
MSZ-AY15VGK-ET1
MSZ-AY15VGKP-E1
MSZ-AY15VGKP-ER1
MSZ-AY15VGKP-ET1
MSZ-AY20VGK-E1
MSZ-AY20VGK-ER1
MSZ-AY20VGK-ET1
MSZ-AY20VGKP-E1
MSZ-AY20VGKP-ER1
MSZ-AY20VGKP-ET1
MSZ-AY25VGK-E1
MSZ-AY25VGK-E6
MSZ-AY25VGK-ET1
MSZ-AY25VGKP-E1
MSZ-AY25VGKP-E6
MSZ-AY25VGKP-ET1
MSZ-AY25VGKP-SC1
MSZ-AY25VGK-SC1
MSZ-AY35VGK-E1
MSZ-AY35VGK-E6
MSZ-AY35VGK-ET1
MSZ-AY35VGKP-El
MSZ-AY35VGKP-E6
MSZ-AY35VGKP-ET1
MSZ-AY35VGKP-SC1
MSZ-AY35VGK-SC1
MSZ-AY42VGK-E1
MSZ-AY42VGK-E6
MSZ-AY42VGK-ET1
MSZ-AY42VGKP-E1
MSZ-AY42VGKP-E6
MSZ-AY42VGKP-ET1
MSZ-AY42VGKP-SC1
MSZ-AY42VGK-SC1
MSZ-AY50VGK-E1
MSZ-AY50VGK-E6
MSZ-AY50VGK-ET1
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Model No. Affected Fixed Measure Details
Version Version

MSZ-AY50VGKP-E1 Same as Same as Same as above

MSZ-AY50VGKP-E6 above above

MSZ-AYS50VGKP-ET1
MSZ-AY50VGKP-SC1
MSZ-AY50VGK-SC1
MSZ-BT20VGK-E1
MSZ-BT20VGK-E2
MSZ-BT20VGK-E3
MSZ-BT20VGK-ER1
MSZ-BT20VGK-ER2
MSZ-BT20VGK-ET1
MSZ-BT20VGK-ET2
MSZ-BT20VGK-ET3
MSZ-BT25VGK-E1
MSZ-BT25VGK-E2
MSZ-BT25VGK-E3
MSZ-BT25VGK-ER1
MSZ-BT25VGK-ER2
MSZ-BT25VGK-ET1
MSZ-BT25VGK-ET2
MSZ-BT25VGK-ET3
MSZ-BT35VGK-E1
MSZ-BT35VGK-E2
MSZ-BT35VGK-E3
MSZ-BT35VGK-ER1
MSZ-BT35VGK-ER2
MSZ-BT35VGK-ET1
MSZ-BT35VGK-ET2
MSZ-BT35VGK-ET3
MSZ-BT50VGK-E1
MSZ-BT50VGK-E2
MSZ-BT50VGK-E3
MSZ-BT50VGK-ER1
MSZ-BT50VGK-ER2
MSZ-BT50VGK-ET1
MSZ-BT50VGK-ET2
MSZ-BT50VGK-ET3
MSZ-EF18VGKB-E1
MSZ-EF18VGKB-E2
MSZ-EF18VGKS-El
MSZ-EF18VGKS-E2
MSZ-EF18VGKW-E1
MSZ-EF18VGKW-E2
MSZ-EF22VGKB-A1
MSZ-EF22VGKB-E1
MSZ-EF22VGKB-E2
MSZ-EF22VGKB-ER1
MSZ-EF22VGKB-ER2
MSZ-EF22VGKB-ET1
MSZ-EF22VGKB-ET2
MSZ-EF22VGKDB-A1
MSZ-EF22VGKDB-A2
MSZ-EF22VGKDS-A1
MSZ-EF22VGKDS-A2
MSZ-EF22VGKDW-A1
MSZ-EF22VGKDW-A2
MSZ-EF22VGKS-A1
MSZ-EF22VGKS-E1
MSZ-EF22VGKS-E2
MSZ-EF22VGKS-ER1
MSZ-EF22VGKS-ER2
MSZ-EF22VGKS-ET1
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Model No. Affected Fixed Measure Details
Version Version

MSZ-EF22VGKS-ET2 Same as Same as Same as above

MSZ-EF22VGKW-A1 above above

MSZ-EF22VGKW-E1
MSZ-EF22VGKW-E2
MSZ-EF22VGKW-ER1
MSZ-EF22VGKW-ER2
MSZ-EF22VGKW-ET1
MSZ-EF22VGKW-ET2
MSZ-EF25VGKB-A1
MSZ-EF25VGKB-E1
MSZ-EF25VGKB-E2
MSZ-EF25VGKB-ER1
MSZ-EF25VGKB-ER2
MSZ-EF25VGKB-ET1
MSZ-EF25VGKB-ET2
MSZ-EF25VGKDB-A1
MSZ-EF25VGKDB-A2
MSZ-EF25VGKDS-A1
MSZ-EF25VGKDS-A2
MSZ-EF25VGKDW-A1
MSZ-EF25VGKDW-A2
MSZ-EF25VGKS-A1
MSZ-EF25VGKS-E1
MSZ-EF25VGKS-E2
MSZ-EF25VGKS-ER1
MSZ-EF25VGKS-ER2
MSZ-EF25VGKS-ET1
MSZ-EF25VGKS-ET2
MSZ-EF25VGKW-A1
MSZ-EF25VGKW-E1
MSZ-EF25VGKW-E2
MSZ-EF25VGKW-ER1
MSZ-EF25VGKW-ER2
MSZ-EF25VGKW-ET1
MSZ-EF25VGKW-ET2
MSZ-EF35VGKB-A1
MSZ-EF35VGKB-E1
MSZ-EF35VGKB-E2
MSZ-EF35VGKB-ER1
MSZ-EF35VGKB-ER2
MSZ-EF35VGKB-ET1
MSZ-EF35VGKB-ET2
MSZ-EF35VGKDB-A1
MSZ-EF35VGKDB-A2
MSZ-EF35VGKDS-A1
MSZ-EF35VGKDS-A2
MSZ-EF35VGKDW-A1
MSZ-EF35VGKDW-A2
MSZ-EF35VGKS-A1
MSZ-EF35VGKS-E1
MSZ-EF35VGKS-E2
MSZ-EF35VGKS-ER1
MSZ-EF35VGKS-ER2
MSZ-EF35VGKS-ET1
MSZ-EF35VGKS-ET2
MSZ-EF35VGKW-AL1
MSZ-EF35VGKW-E1
MSZ-EF35VGKW-E2
MSZ-EF35VGKW-ER1
MSZ-EF35VGKW-ER2
MSZ-EF35VGKW-ET1
MSZ-EF35VGKW-ET2
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Model No. Affected Fixed Measure Details
Version Version

MSZ-EF42VGKB-Al Same as Same as Same as above

MSZ-EF42VGKB-E1 above above

MSZ-EF42VGKB-E2
MSZ-EF42VGKB-ER1
MSZ-EF42VGKB-ER2
MSZ-EF42VGKB-ET1
MSZ-EF42VGKB-ET2
MSZ-EF42VGKDB-A1
MSZ-EF42VGKDB-A2
MSZ-EF42VGKDS-A1
MSZ-EF42VGKDS-A2
MSZ-EF42VGKDW-A1
MSZ-EF42VGKDW-A2
MSZ-EF42VGKS-A1l
MSZ-EF42VGKS-El
MSZ-EF42VGKS-E2
MSZ-EF42VGKS-ERI1
MSZ-EF42VGKS-ER2
MSZ-EF42VGKS-ET1
MSZ-EF42VGKS-ET2
MSZ-EF42VGKW-AL1
MSZ-EF42VGKW-E1
MSZ-EF42VGKW-E2
MSZ-EF42VGKW-ER1
MSZ-EF42VGKW-ER2
MSZ-EF42VGKW-ET1
MSZ-EF42VGKW-ET2
MSZ-EF50VGKB-A1
MSZ-EF50VGKB-E1
MSZ-EF50VGKB-E2
MSZ-EF50VGKB-ER1
MSZ-EF50VGKB-ER2
MSZ-EF50VGKB-ET1
MSZ-EF50VGKB-ET2
MSZ-EF50VGKDB-A1
MSZ-EF50VGKDB-A2
MSZ-EF50VGKDS-A1
MSZ-EF50VGKDS-A2
MSZ-EF50VGKDW-A1
MSZ-EF50VGKDW-A2
MSZ-EF50VGKS-A1
MSZ-EF50VGKS-E1
MSZ-EF50VGKS-E2
MSZ-EF50VGKS-ER1
MSZ-EF50VGKS-ER2
MSZ-EF50VGKS-ET1
MSZ-EF50VGKS-ET2
MSZ-EF50VGKW-A1
MSZ-EF50VGKW-E1
MSZ-EF50VGKW-E2
MSZ-EF50VGKW-ER1
MSZ-EF50VGKW-ER2
MSZ-EF50VGKW-ET1
MSZ-EF50VGKW-ET2
MSZ-EXA09VAK
MSZ-EXA12VAK
MSZ-EZA09VAK
MSZ-EZA12VAK
MSZ-FT25VGK-E1
MSZ-FT25VGK-E2
MSZ-FT25VGK-ET1
MSZ-FT25VGK-SC1
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Model No. Affected Fixed Measure Details
Version Version

MSZ-FT25VGK-SC2 Same as Same as Same as above

MSZ-FT35VGK-E1 above above

MSZ-FT35VGK-E2
MSZ-FT35VGK-ET1
MSZ-FT35VGK-SC1
MSZ-FT35VGK-SC2
MSZ-FT50VGK-E1
MSZ-FT50VGK-E2
MSZ-FT50VGK-ET1
MSZ-FT50VGK-SC1
MSZ-FT50VGK-SC2
MSZ-GZAO09VFK
MSZ-GZA12VFK
MSZ-GZA18VFK
MSZ-GZY09VFK
MSZ-GZY12VFK
MSZ-GZY18VFK
MSZ-HR25VFK-E1
MSZ-HR25VFK-E2
MSZ-HR25VFK-E6
MSZ-HR25VFK-E7
MSZ-HR25VFK-ER1
MSZ-HR25VFK-ER2
MSZ-HR25VFK-ET1
MSZ-HR25VFK-ET2
MSZ-HR35VFK-El
MSZ-HR35VFK-E2
MSZ-HR35VFK-E6
MSZ-HR35VFK-E7
MSZ-HR35VFK-ER1
MSZ-HR35VFK-ER2
MSZ-HR35VFK-ET1
MSZ-HR35VFK-ET2
MSZ-HR42VFK-E1
MSZ-HR42VFK-E2
MSZ-HR42VFK-E6
MSZ-HR42VFK-E7
MSZ-HR42VFK-ER1
MSZ-HR42VFK-ER2
MSZ-HR42VFK-ET1
MSZ-HR42VFK-ET2
MSZ-HR50VFK-E1
MSZ-HR50VFK-E2
MSZ-HR50VFK-E6
MSZ-HR50VFK-E7
MSZ-HR50VFK-ER1
MSZ-HR50VFK-ER2
MSZ-HR50VFK-ET1
MSZ-HR50VFK-ET2
MSZ-HR60VFK-E1
MSZ-HR60VFK-ER1
MSZ-HR60VFK-ET1
MSZ-HR71VFK-El
MSZ-HR71VFK-ER1
MSZ-HR71VFK-ET1
MSZ-KY09VFK
MSZ-KY12VFK
MSZ-KY18VFK
MSZ-KZA09VFK
MSZ-KZA12VFK
MSZ-KZA18VFK
MSZ-LN18VG2B-E2
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Model No. Affected Fixed Measure Details
Version Version

MSZ-LN18VG2B-E3 Same as Same as Same as above

MSZ-LN18VG2R-E2 above above

MSZ-LN18VG2R-E3
MSZ-LN18VG2V-E2
MSZ-LN18VG2V-E3
MSZ-LNI18VG2W-E2
MSZ-LN18VG2W-E3
MSZ-LN18VG2W-ER2
MSZ-LNI18VG2W-ET2
MSZ-LN18VG2W-SC1
MSZ-LN25VG2B-A2
MSZ-LN25VG2B-A3
MSZ-LN25VG2B-E2
MSZ-LN25VG2B-E3
MSZ-LN25VG2B-EN2
MSZ-LN25VG2B-ER2
MSZ-LN25VG2B-ER3
MSZ-LN25VG2B-ET2
MSZ-LN25VG2B-ET3
MSZ-LN25VG2B-SCl1
MSZ-LN25VG2R-A2
MSZ-LN25VG2R-A3
MSZ-LN25VG2R-E2
MSZ-LN25VG2R-E3
MSZ-LN25VG2R-EN2
MSZ-LN25VG2R-ER2
MSZ-LN25VG2R-ER3
MSZ-LN25VG2R-ET2
MSZ-LN25VG2R-ET3
MSZ-LN25VG2R-SC1
MSZ-LN25VG2V-A2
MSZ-LN25VG2V-A3
MSZ-LN25VG2V-E2
MSZ-LN25VG2V-E3
MSZ-LN25VG2V-EN2
MSZ-LN25VG2V-ER2
MSZ-LN25VG2V-ER3
MSZ-LN25VG2V-ET2
MSZ-LN25VG2V-ET3
MSZ-LN25VG2V-SCl1
MSZ-LN25VG2W-E2
MSZ-LN25VG2W-E3
MSZ-LN25VG2W-EN2
MSZ-LN25VG2W-ER2
MSZ-LN25VG2W-ER3
MSZ-LN25VG2W-ET2
MSZ-LN25VG2W-ET3
MSZ-LN25VG2W-SC1
MSZ-LN25VGDB-A1
MSZ-LN25VGDR-A1
MSZ-LN25VGDV-A1
MSZ-LN35VG2B-A2
MSZ-LN35VG2B-A3
MSZ-LN35VG2B-E2
MSZ-LN35VG2B-E3
MSZ-LN35VG2B-EN2
MSZ-LN35VG2B-ER2
MSZ-LN35VG2B-ER3
MSZ-LN35VG2B-ET2
MSZ-LN35VG2B-ET3
MSZ-LN35VG2B-SCl1
MSZ-LN35VG2R-A2
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Model No. Affected Fixed Measure Details
Version Version

MSZ-LN35VG2R-A3 Same as Same as Same as above

MSZ-LN35VG2R-E2 above above

MSZ-LN35VG2R-E3
MSZ-LN35VG2R-EN2
MSZ-LN35VG2R-ER2
MSZ-LN35VG2R-ER3
MSZ-LN35VG2R-ET2
MSZ-LN35VG2R-ET3
MSZ-LN35VG2R-SC1
MSZ-LN35VG2V-A2
MSZ-LN35VG2V-A3
MSZ-LN35VG2V-E2
MSZ-LN35VG2V-E3
MSZ-LN35VG2V-EN2
MSZ-LN35VG2V-ER2
MSZ-LN35VG2V-ER3
MSZ-LN35VG2V-ET2
MSZ-LN35VG2V-ET3
MSZ-LN35VG2V-SC1
MSZ-LN35VG2W-E2
MSZ-LN35VG2W-E3
MSZ-LN35VG2W-EN2
MSZ-LN35VG2W-ER2
MSZ-LN35VG2W-ER3
MSZ-LN35VG2W-ET2
MSZ-LN35VG2W-ET3
MSZ-LN35VG2W-SC1
MSZ-LN35VGDB-A1
MSZ-LN35VGDR-A1
MSZ-LN35VGDV-A1
MSZ-LN50VG2B-A2
MSZ-LN50VG2B-E2
MSZ-LN50VG2B-E3
MSZ-LN50VG2B-EN2
MSZ-LN50VG2B-ER2
MSZ-LN50VG2B-ER3
MSZ-LN50VG2B-ET2
MSZ-LN50VG2B-ET3
MSZ-LN50VG2B-SC1
MSZ-LN50VG2R-A2
MSZ-LN50VG2R-E2
MSZ-LN50VG2R-E3
MSZ-LN50VG2R-EN2
MSZ-LN50VG2R-ER2
MSZ-LN50VG2R-ER3
MSZ-LN50VG2R-ET2
MSZ-LN50VG2R-ET3
MSZ-LN50VG2R-SC1
MSZ-LN50VG2V-A2
MSZ-LN50VG2V-E2
MSZ-LN50VG2V-E3
MSZ-LN50VG2V-EN2
MSZ-LN50VG2V-ER2
MSZ-LN50VG2V-ER3
MSZ-LN50VG2V-ET2
MSZ-LN50VG2V-ET3
MSZ-LN50VG2V-SCl1
MSZ-LN50VG2W-E2
MSZ-LN50VG2W-E3
MSZ-LN50VG2W-EN2
MSZ-LN50VG2W-ER2
MSZ-LN50VG2W-ER3
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Model No. Affected Fixed Measure Details
Version Version

MSZ-LN5S0VG2W-ET2 Same as Same as Same as above

MSZ-LN50VG2W-ET3 above above

MSZ-LN50VG2W-SC1
MSZ-LN50VG3B-Al
MSZ-LN50VG3R-A1
MSZ-LN50VG3V-Al
MSZ-LN50VGDB-A1
MSZ-LN50VGDR-A1
MSZ-LN50VGDV-ALl
MSZ-LN60VG2B-A2
MSZ-LN60VG2B-E2
MSZ-LN60VG2B-E3
MSZ-LN60VG2B-ER2
MSZ-LN60VG2B-ER3
MSZ-LN60VG2B-ET2
MSZ-LN60VG2B-ET3
MSZ-LN60VG2R-A2
MSZ-LN60VG2R-E2
MSZ-LN60VG2R-E3
MSZ-LN60VG2R-ER2
MSZ-LN60VG2R-ER3
MSZ-LN60VG2R-ET2
MSZ-LN60VG2R-ET3
MSZ-LN60VG2V-A2
MSZ-LN60VG2V-E2
MSZ-LN60VG2V-E3
MSZ-LN60VG2V-ER2
MSZ-LN60VG2V-ER3
MSZ-LN60VG2V-ET2
MSZ-LN60VG2V-ET3
MSZ-LN60VG2W-E2
MSZ-LN60VG2W-E3
MSZ-LN60VG2W-ER2
MSZ-LN60VG2W-ER3
MSZ-LN60VG2W-ET2
MSZ-LN60VG2W-ET3
MSZ-LN60VG3B-Al
MSZ-LN60VG3R-Al
MSZ-LN60VG3V-Al
MSZ-LN60VGDB-A1
MSZ-LN60VGDR-A1
MSZ-LN60VGDV-A1
MSZ-RW25VG-E1
MSZ-RW25VG-ER1
MSZ-RW25VG-ET1
MSZ-RW25VG-SCl1
MSZ-RW35VG-El
MSZ-RW35VG-ER1
MSZ-RW35VG-ET1
MSZ-RW35VG-SC1
MSZ-RW50VG-E1
MSZ-RW50VG-ER1
MSZ-RW50VG-ET1
MSZ-RW50VG-SC1
MSZ-RZ25VU-E1
MSZ-RZ25VU-SC1
MSZ-RZ35VU-E1
MSZ-RZ35VU-SC1
MSZ-RZ50VU-E1
MSZ-RZ50VU-SC1
MSZ-WX18VFK
MSZ-WX20VFK
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Model No. Affected Fixed Measure Details
Version Version

MSZ-WX25VFK Same as Same as Same as above

MSZ-ZA09VFK above above

MSZ-ZA12VFK

MSZ-ZA18VFK

MSZ-ZY09VFK

MSZ-ZY12VFK

MSZ-ZY18VFK

Models released in 2025 | 50.00 51.00 The fixed version is scheduled to begin release between early April

or later. and prior or later and late July 2026.

MFZ-KT25VGK-E1
MFZ-KT25VGK-ET1
MFZ-KT35VGK-El
MFZ-KT35VGK-ET1
MFZ-KT50VGK-E1
MFZ-KT50VGK-ET1
MFZ-KT60VGK-E1
MFZ-KT60VGK-ET1
MFZ-KW25VGK-E1
MFZ-KW35VGK-E1
MFZ-KW50VGK-E1
MFZ-KW60VGK-E1
MSZ-AP60VGK2-E1
MSZ-AP60VGK2-E2
MSZ-AP60VGK2-ET1
MSZ-AP60VGK2-ET2
MSZ-AP71VGK2-El
MSZ-AP71VGK2-E2
MSZ-AP71VGK2-ET1
MSZ-AP71VGK2-ET2
MSZ-AY15VGK2B-E1
MSZ-AY15VGK2B-ET1
MSZ-AY15VGK2-E1
MSZ-AY15VGK2-ET1
MSZ-AY15VGKP2B-E1
MSZ-AY15VGKP2B-
ET1
MSZ-AY15VGKP2-E1
MSZ-AY15VGKP2-ET1
MSZ-AY20VGK2B-E1
MSZ-AY20VGK2B-ET1
MSZ-AY20VGK2-El
MSZ-AY20VGK2-ET1
MSZ-AY20VGKP2B-E1
MSZ-AY20VGKP2B-
ET1
MSZ-AY20VGKP2-E1
MSZ-AY20VGKP2-ET1
MSZ-AY25VGK2B-E6
MSZ-AY25VGK2B-ET6
MSZ-AY25VGK2B-SC6
MSZ-AY25VGK2-El
MSZ-AY25VGK2-E2
MSZ-AY25VGK2-ET1
MSZ-AY25VGK2-ET2
MSZ-AY25VGK2-SC1
MSZ-AY25VGK2-SC2
MSZ-AY25VGKP2B-E6
MSZ-AY25VGKP2B-
ET6
MSZ-AY25VGKP2B-
SCé6
MSZ-AY25VGKP2-E1

The countermeasure is implemented in adapter software version 51.00
or later.

Once the fixed version is released, please update the software
according to the instructions provided by your local Mitsubishi
Electric representative.
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Model No. Affected Fixed Measure Details
Version Version

MSZ-AY25VGKP2-E2 Same as Same as Same as above

MSZ-AY25VGKP2-ET1 above above

MSZ-AY25VGKP2-ET2
MSZ-AY25VGKP2-SC1
MSZ-AY25VGKP2-SC2
MSZ-AY35VGK2B-E6
MSZ-AY35VGK2B-ET6
MSZ-AY35VGK2B-SC6
MSZ-AY35VGK2-El
MSZ-AY35VGK2-E2
MSZ-AY35VGK2-ET1
MSZ-AY35VGK2-ET2
MSZ-AY35VGK2-SCl1
MSZ-AY35VGK2-SC2
MSZ-AY35VGKP2B-E6
MSZ-AY35VGKP2B-
ET6
MSZ-AY35VGKP2B-
SC6
MSZ-AY35VGKP2-E1l
MSZ-AY35VGKP2-E2
MSZ-AY35VGKP2-ET1
MSZ-AY35VGKP2-ET2
MSZ-AY35VGKP2-SCl1
MSZ-AY35VGKP2-SC2
MSZ-AY42VGK2B-E6
MSZ-AY42VGK2B-ET6
MSZ-AY42VGK2B-SC6
MSZ-AY42VGK2-E1
MSZ-AY42VGK2-E2
MSZ-AY42VGK2-ET1
MSZ-AY42VGK2-ET2
MSZ-AY42VGK2-SCl1
MSZ-AY42VGK2-SC2
MSZ-AY42VGKP2B-E6
MSZ-AY42VGKP2B-
ET6
MSZ-AY42VGKP2B-
SC6
MSZ-AY42VGKP2-E1l
MSZ-AY42VGKP2-E2
MSZ-AY42VGKP2-ET1
MSZ-AY42VGKP2-ET2
MSZ-AY42VGKP2-SCl1
MSZ-AY42VGKP2-SC2
MSZ-AY50VGK2B-E6
MSZ-AY50VGK2B-ET6
MSZ-AY50VGK2B-SC6
MSZ-AY50VGK2-El
MSZ-AY50VGK2-E2
MSZ-AY50VGK2-ET1
MSZ-AY50VGK2-ET2
MSZ-AY50VGK2-SC1
MSZ-AY50VGK2-SC2
MSZ-AY50VGKP2B-E6
MSZ-AY50VGKP2B-
ET6
MSZ-AYS50VGKP2B-
SC6
MSZ-AY50VGKP2-E1
MSZ-AY50VGKP2-E2
MSZ-AY50VGKP2-ET1
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Model No. Affected Fixed Measure Details
Version Version

MSZ-AY50VGKP2-ET2 Same as Same as Same as above

MSZ-AY50VGKP2-SC1 above above

MSZ-AY50VGKP2-SC2
MSZ-BT20VGK2-El
MSZ-BT20VGK2-E2
MSZ-BT20VGK2-ET1
MSZ-BT20VGK2-ET2
MSZ-BT25VGK2-El
MSZ-BT25VGK2-E2
MSZ-BT25VGK2-ET1
MSZ-BT25VGK2-ET2
MSZ-BT35VGK2-El
MSZ-BT35VGK2-E2
MSZ-BT35VGK2-ET1
MSZ-BT35VGK2-ET2
MSZ-BT50VGK2-El
MSZ-BT50VGK2-E2
MSZ-BT50VGK2-ET1
MSZ-BT50VGK2-ET2
MSZ-EF18VGK2B-El
MSZ-EF18VGK2B-E2
MSZ-EF18VGK2S-E1
MSZ-EF18VGK2S-E2
MSZ-EF18VGK2W-E1
MSZ-EF18VGK2W-E2
MSZ-EF22VGK2B-E1
MSZ-EF22VGK2B-E2
MSZ-EF22VGK2B-ET1
MSZ-EF22VGK2B-ET2
MSZ-EF22VGK2S-E1
MSZ-EF22VGK2S-E2
MSZ-EF22VGK2S-ET1
MSZ-EF22VGK2S-ET2
MSZ-EF22VGK2W-E1
MSZ-EF22VGK2W-E2
MSZ-EF22VGK2W-ET1
MSZ-EF22VGK2W-ET2
MSZ-EF25VGK2B-E1
MSZ-EF25VGK2B-E2
MSZ-EF25VGK2B-ET1
MSZ-EF25VGK2B-ET2
MSZ-EF25VGK2S-E1
MSZ-EF25VGK2S-E2
MSZ-EF25VGK2S-ET1
MSZ-EF25VGK2S-ET2
MSZ-EF25VGK2W-E1
MSZ-EF25VGK2W-E2
MSZ-EF25VGK2W-ET1
MSZ-EF25VGK2W-ET2
MSZ-EF35VGK2B-El
MSZ-EF35VGK2B-E2
MSZ-EF35VGK2B-ET1
MSZ-EF35VGK2B-ET2
MSZ-EF35VGK2S-E1
MSZ-EF35VGK2S-E2
MSZ-EF35VGK2S-ET1
MSZ-EF35VGK2S-ET2
MSZ-EF35VGK2W-E1
MSZ-EF35VGK2W-E2
MSZ-EF35VGK2W-ET1
MSZ-EF35VGK2W-ET2
MSZ-EF42VGK2B-E1
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Model No. Affected Fixed Measure Details
Version Version

MSZ-EF42VGK2B-E2 Same as Same as Same as above

MSZ-EF42VGK2B-ET1 above above

MSZ-EF42VGK2B-ET2
MSZ-EF42VGK2S-E1
MSZ-EF42VGK2S-E2
MSZ-EF42VGK2S-ET1
MSZ-EF42VGK2S-ET2
MSZ-EF42VGK2W-E1
MSZ-EF42VGK2W-E2
MSZ-EF42VGK2W-ET1
MSZ-EF42VGK2W-ET2
MSZ-EF50VGK2B-El
MSZ-EF50VGK2B-E2
MSZ-EF50VGK2B-ET1
MSZ-EF50VGK2B-ET2
MSZ-EF50VGK2S-E1
MSZ-EF50VGK2S-E2
MSZ-EF50VGK2S-ET1
MSZ-EF50VGK2S-ET2
MSZ-EF50VGK2W-E1
MSZ-EF50VGK2W-E2
MSZ-EF50VGK2W-ET1
MSZ-EF50VGK2W-ET2
MSZ-FT25VGK2-E1
MSZ-FT25VGK2-E2
MSZ-FT25VGK2-SCl1
MSZ-FT25VGK2-SC2
MSZ-FT35VGK2-El
MSZ-FT35VGK2-E2
MSZ-FT35VGK2-SCl1
MSZ-FT35VGK2-SC2
MSZ-FT50VGK2-E1
MSZ-FT50VGK2-E2
MSZ-FT50VGK2-SC1
MSZ-FT50VGK2-SC2
MSZ-HR25VFK2-El
MSZ-HR25VFK2-E2
MSZ-HR25VFK2-E6
MSZ-HR25VFK2-ET1
MSZ-HR25VFK2-ET2
MSZ-HR35VFK2-E1
MSZ-HR35VFK2-E2
MSZ-HR35VFK2-E6
MSZ-HR35VFK2-ET1
MSZ-HR35VFK2-ET2
MSZ-HR42VFK2-El
MSZ-HR42VFK2-E2
MSZ-HR42VFK2-E6
MSZ-HR42VFK2-ET1
MSZ-HR42VFK2-ET2
MSZ-HR50VFK2-E1
MSZ-HR50VFK2-E2
MSZ-HR50VFK2-E6
MSZ-HR50VFK2-ET1
MSZ-HR50VFK2-ET2
MSZ-HR60VFK2-E1
MSZ-HR60VFK2-ET1
MSZ-HR71VFK2-E1
MSZ-HR71VFK2-ET1
MSZ-LN18VG2B-E5
MSZ-LN18VG2R-E5
MSZ-LN18VG2V-E5
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Model No. Affected Fixed Measure Details
Version Version

MSZ-LN18VG2W-E5 Same as Same as Same as above

MSZ-LN18VG2W-ET4 above above

MSZ-LN18VG2W-SC3
MSZ-LN18VG3B-El
MSZ-LNI18VG3R-El
MSZ-LN18VG3V-E1
MSZ-LN18VG3W-E1
MSZ-LNI18VG3W-ET1
MSZ-LN18VG3W-SC1
MSZ-LN18VG4MW-E1
MSZ-LN18VG4MW-ET1
MSZ-LN18VG4MW-SC1
MSZ-LN20VG4FB-E1
MSZ-LN20VGA4FL-E1
MSZ-LN20VG4FM-E1
MSZ-LN20VG4MW-E1
MSZ-LN25VG2B-E5
MSZ-LN25VG2B-ETS5
MSZ-LN25VG2B-SC3
MSZ-LN25VG2R-E5
MSZ-LN25VG2R-ETS5
MSZ-LN25VG2R-SC3
MSZ-LN25VG2V-E5
MSZ-LN25VG2V-ET5
MSZ-LN25VG2V-SC3
MSZ-LN25VG2W-E5
MSZ-LN25VG2W-ET5
MSZ-LN25VG2W-SC3
MSZ-LN25VG3B-El
MSZ-LN25VG3B-ET1
MSZ-LN25VG3B-SCl1
MSZ-LN25VG3R-E1
MSZ-LN25VG3R-ET1
MSZ-LN25VG3R-SC1
MSZ-LN25VG3V-El
MSZ-LN25VG3V-ET1
MSZ-LN25VG3V-SC1
MSZ-LN25VG3W-E1
MSZ-LN25VG3W-ET1
MSZ-LN25VG3W-SC1
MSZ-LN25VG4FB-E1
MSZ-LN25VG4FB-ET1
MSZ-LN25VG4FB-SC1
MSZ-LN25VG4FL-E1
MSZ-LN25VG4FL-ET1
MSZ-LN25VG4FL-SC1
MSZ-LN25VG4FM-E1
MSZ-LN25VG4FM-ET1
MSZ-LN25VG4FM-SC1
MSZ-LN25VG4MW-E1
MSZ-LN25VG4MW-ET1
MSZ-LN25VG4MW-SCl1
MSZ-LN35VG2B-E5
MSZ-LN35VG2B-ET5
MSZ-LN35VG2B-SC3
MSZ-LN35VG2R-E5
MSZ-LN35VG2R-ET5
MSZ-LN35VG2R-SC3
MSZ-LN35VG2V-ES5
MSZ-LN35VG2V-ET5
MSZ-LN35VG2V-SC3
MSZ-LN35VG2W-E5
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Model No. Affected Fixed Measure Details
Version Version

MSZ-LN35VG2W-ET5 Same as Same as Same as above

MSZ-LN35VG2W-SC3 above above

MSZ-LN35VG3B-El
MSZ-LN35VG3B-ET1
MSZ-LN35VG3B-SC1
MSZ-LN35VG3R-E1
MSZ-LN35VG3R-ET1
MSZ-LN35VG3R-SCl1
MSZ-LN35VG3V-E1
MSZ-LN35VG3V-ET1
MSZ-LN35VG3V-SCl1
MSZ-LN35VG3W-El
MSZ-LN35VG3W-ET1
MSZ-LN35VG3W-SC1
MSZ-LN35VG4FB-E1
MSZ-LN35VG4FB-ET1
MSZ-LN35VG4FB-SC1
MSZ-LN35VG4FL-El
MSZ-LN35VG4FL-ET1
MSZ-LN35VG4FL-SC1
MSZ-LN35VG4FM-E1
MSZ-LN35VG4FM-ET1
MSZ-LN35VG4FM-SC1
MSZ-LN35VG4MW-E1
MSZ-LN35VG4AMW-ET1
MSZ-LN35VG4MW-SC1
MSZ-LN50VG2B-E5
MSZ-LN50VG2B-ET5
MSZ-LN50VG2B-SC3
MSZ-LN50VG2R-ES
MSZ-LN50VG2R-ET5
MSZ-LN50VG2R-SC3
MSZ-LN50VG2V-E5
MSZ-LN50VG2V-ET5
MSZ-LN50VG2V-SC3
MSZ-LN50VG2W-ES5
MSZ-LN50VG2W-ET5
MSZ-LN50VG2W-SC3
MSZ-LN50VG3B-El
MSZ-LN50VG3B-ET1
MSZ-LN50VG3B-SC1
MSZ-LN50VG3R-El
MSZ-LN50VG3R-ET1
MSZ-LN50VG3R-SC1
MSZ-LN50VG3V-E1
MSZ-LN50VG3V-ET1
MSZ-LN50VG3V-SCl1
MSZ-LN50VG3W-E1
MSZ-LN50VG3W-ET1
MSZ-LN50VG3W-SC1
MSZ-LN50VG4FB-E1
MSZ-LN50VG4FB-ET1
MSZ-LN50VG4FB-SC1
MSZ-LN50VG4FL-E1
MSZ-LN50VG4FL-ET1
MSZ-LN50VG4FL-SC1
MSZ-LN50VG4FM-E1
MSZ-LN50VG4FM-ET1
MSZ-LN50VG4FM-SC1
MSZ-LN50VG4MW-E1
MSZ-LN50VG4MW-ET1
MSZ-LN50VG4MW-SC1
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Model No. Affected Fixed Measure Details
Version Version

MSZ-LN60VG2B-ES5 Same as Same as Same as above

MSZ-LN60VG2B-ET5 above above

MSZ-LN60VG2R-E5
MSZ-LN60VG2R-ET5
MSZ-LN60VG2V-ES5
MSZ-LN60VG2V-ET5
MSZ-LN60VG2W-ES
MSZ-LN60VG2W-ET5
MSZ-LN60VG3B-E1
MSZ-LN60VG3B-ET1
MSZ-LN60VG3R-E1
MSZ-LN60VG3R-ET]1
MSZ-LN60VG3V-E1
MSZ-LN60VG3V-ET1
MSZ-LN60VG3W-E1
MSZ-LN60VG3W-ET1
MSZ-LN60VG4FB-E1
MSZ-LN60VG4FB-ET1
MSZ-LN60VG4FL-E1
MSZ-LN60VG4FL-ET1
MSZ-LN60VG4FM-E1
MSZ-LN60VG4FM-ET1
MSZ-LN60VG4MW-E1
MSZ-LN60VG4MW-ET1
MSZ-LZ18VUMW-E1
MSZ-LZ18VUMW-ET]1
MSZ-LZ18VUMW-SCl1
MSZ-LZ20VUFB-E1
MSZ-LZ20VUFL-E1
MSZ-LZ20VUFM-E1
MSZ-LZ20VUMW-E1
MSZ-LZ25VUFB-E1
MSZ-LZ25VUFB-ET1
MSZ-LZ25VUFB-SC1
MSZ-LZ25VUFL-E1
MSZ-LZ25VUFL-ET1
MSZ-LZ25VUFL-SC1
MSZ-LZ25VUFM-E1
MSZ-LZ25VUFM-ET1
MSZ-LZ25VUFM-SCl1
MSZ-LZ25VUMW-E1
MSZ-LZ25VUMW-ET1
MSZ-LZ25VUMW-SC1
MSZ-LZ35VUFB-E1
MSZ-LZ35VUFB-ET1
MSZ-LZ35VUFB-SCI
MSZ-LZ35VUFL-E1
MSZ-LZ35VUFL-ET1
MSZ-LZ35VUFL-SC1
MSZ-LZ35VUFM-E1
MSZ-LZ35VUFM-ET1
MSZ-LZ35VUFM-SC1
MSZ-LZ35VUMW-E1
MSZ-LZ35VUMW-ET1
MSZ-LZ35VUMW-SC1
MSZ-LZ50VUFB-E1
MSZ-LZ50VUFB-ET1
MSZ-LZ50VUFB-SCl1
MSZ-LZ50VUFL-E1
MSZ-LZ50VUFL-ET1
MSZ-LZ50VUFL-SC1
MSZ-LZ50VUFM-E1
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Model No. Affected Fixed Measure Details
Version Version

MSZ-LZ50VUFM-ET1 Same as Same as Same as above

MSZ-LZ50VUFM-SC1 above above

MSZ-LZ50VUMW-E1
MSZ-LZ50VUMW-ET1
MSZ-LZ50VUMW-SCI1
MSZ-LZ60VUFB-E1
MSZ-LZ60VUFB-ET1
MSZ-LZ60VUFL-E1
MSZ-LZ60VUFL-ET1
MSZ-LZ60VUFM-E1
MSZ-LZ60VUFM-ET1
MSZ-LZ60VUMW-E1
MSZ-LZ60VUMW-ET1
MSZ-RW25VG2-E1
MSZ-RW25VG2-SC1
MSZ-RW35VG2-E1
MSZ-RW35VG2-SC1
MSZ-RW50VG2-El
MSZ-RW50VG2-SC1
MSZ-RZ25VUB-E1
MSZ-RZ25VUB-SC1
MSZ-RZ25VU-E2
MSZ-RZ25VU-ET1
MSZ-RZ25VU-SC2
MSZ-RZ35VUB-E1
MSZ-RZ35VUB-SC1
MSZ-RZ35VU-E2
MSZ-RZ35VU-ET1
MSZ-RZ35VU-SC2
MSZ-RZ50VUB-E1
MSZ-RZ50VUB-SC1
MSZ-RZ50VU-E2
MSZ-RZ50VU-SC2
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[3] Packaged Air Conditioners (for Japan)

Model No. Affected Fixed Measure Details
Version Version

PAC-SK43ML 41.00 42.00 The fixed version is scheduled to begin release between early April
and prior or later and late July 2026.

Once the fixed version is released, please update the software
according to the procedure below.

The countermeasure is implemented in adapter software version 42.00
or later.

Please update to the fixed version via the "MyMU" application or the
"Kirigamine REMOTE" application.

[For MyMU users]
Check and update the software version from "Adapter Information"
under "Registered Devices" in the "MyMU" application.

For details, refer to "How to Update Wireless LAN Adapter Software"
(User Manual Supplement) at the site below.
https://www.mitsubishielectric.co.jp/home/mymu/entry_ib2.html (In
Japanese)

[For Kirigamine REMOTE users]

Check and update the software version from "Wireless LAN Software
Update" in "Air Conditioner Management" - "(Room Name)" in the
"Kirigamine REMOTE" application.

For details, refer to the Kirigamine REMOTE user manual at the site
below.

https://www.mitsubishielectric.co.jp/home/kirigamine/function/remo
te/ib.html (In Japanese)

If you use only HEMS, please install and configure the Kirigamine
REMOTE application by referring to the Kirigamine REMOTE
manual so that you can check and update the version.
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[4] Wireless LAN Adapters for Room Air Conditioners (for Japan)

Model No. Affected Fixed Measure Details
Version Version

MAC-900IF 41.00 42.00 The fixed version is scheduled to begin release between early April
and prior or later and late July 2026.

Once the fixed version is released, please update the software
according to the procedure below.

The countermeasure is implemented in adapter software version 42.00
or later.

Please update to the fixed version via the "MyMU" application or the
"Kirigamine REMOTE" application.

[For MyMU users]
Check and update the software version from "Adapter Information”
under "Registered Devices" in the "MyMU" application.

For details, refer to "How to Update Wireless LAN Adapter Software"
(User Manual Supplement) at the site below.
https://www.mitsubishielectric.co.jp/home/mymu/entry_ib2.html (In
Japanese)

[For Kirigamine REMOTE users]

Check and update the software version from "Wireless LAN Software
Update" in "Air Conditioner Management" - "(Room Name)" in the
"Kirigamine REMOTE" application.

For details, refer to the Kirigamine REMOTE user manual at the site
below.

https://www.mitsubishielectric.co.jp/home/kirigamine/function/remo
te/ib.html (In Japanese)

If you use only HEMS, please install and configure the Kirigamine
REMOTE application by referring to the Kirigamine REMOTE
manual so that you can check and update the version.

[S] Wireless LAN Adapters for Room Air Conditioners (outside Japan)

Model No. Affected Fixed Measure Details

Version Version
Models released in 2020- | 41.00 42.00 The fixed version is scheduled to begin release between early April
2024. and prior or later and late July 2026.
MAC-5071F-E
MAC-587IF-E The countermeasure is implemented in adapter software version
MAC-588IF-E Ver42.00 or later.
MAC-5891F-EM
S-MAC-002IF Once the fixed version is released, please update the software
S-MAC-703IF according to the instructions provided by your local Mitsubishi
S-MAC-704IF Electric representative.
S-MAC-7051F
Models released in 2025 | 50.00 51.00 The fixed version is scheduled to begin release between early April
or later. and prior or later and late July 2026.

MAC-597IF-E
MAC-597IF-EM

The countermeasure is implemented in adapter software version
Ver51.00 or later.

Once the fixed version is released, please update the software
according to the instructions provided by your local Mitsubishi
Electric representative.
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[6] Refrigerators (for Japan)

Model No.

Affected
Version

Fixed
Version

Measure Details

MR-BD46K
MR-BD46M
MR-BD46N
MR-MD45K
MR-MD45M
MR-MD45N
MR-MXDS50G
MR-MXDS57G
MR-MZ49]
MR-MZ49K
MR-MZ49M
MR-MZ49N
MR-MZ54H
MR-MZ54]
MR-MZ54K
MR-MZ54M
MR-MZ54N
MR-MZ60H
MR-MZ60J
MR-MZ60K
MR-MZ60M
MR-MZ60N
MR-WXD47LJ

01.24
and prior

01.77
or later

The fixed version is scheduled to begin release between March 24 and
April 17, 2026.

Once the fixed version is released, please update the software
according to the procedure below.

The countermeasure is implemented in adapter software version 01.77
or later.

Please update to the fixed version via the "MyMU" application.

Check and update the software version from "Adapter Information"
under "Registered Devices" in the "MyMU" application.

For details, refer to "How to Update Wireless LAN Adapter Software"
(User Manual Supplement) at the site below.
https://www.mitsubishielectric.co.jp/home/mymu/entry_ib2.html (In
Japanese)

MR-WXD47LK
MR-WXD47LM
MR-WXD47LN

MR-WXD52G
MR-WXD60G
MR-WXD70G
MR-WXD70J
MR-WXD70K
MR-WXD70M
MR-WXD70N
MR-WZ50]
MR-WZ50K
MR-WZ50M
MR-WZ50N
MR-WZ55H
MR-WZ55]
MR-WZ55K
MR-WZ55M
MR-WZ55N
MR-WZ61H
MR-WZ61J
MR-WZ61K
MR-WZ61M
MR-WZ61N
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[7] Heat Pump Water Heaters / HEMS-Compatible Adapters / Wireless LAN Adapters (for Japan)

Model No. Affected Fixed Measure Details
Version Version
GT-RALI 01.69 01.78 The fixed version is scheduled to begin release between April 13 and
GT-RA2 and prior or later April 17, 2026.
Once the fixed version is released, please update the software
according to the procedure below.
The countermeasure is implemented in adapter software version 01.78
or later.
Please update to the fixed version via the "MyMU" application.
Check and update the software version from "Adapter Information"
under "Registered Devices" in the "MyMU" application.
For details, refer to "How to Update Wireless LAN Adapter Software"
(User Manual Supplement) at the site below.
https://www.mitsubishielectric.co.jp/home/mymu/entry_ib2.html (In
Japanese)
GT-HRI1 01.69 01.78 The fixed version is scheduled to begin release between April 13 and
GT-HR2 and prior or later April 17, 2026.
RMCB-H6SE-T Once the fixed version is released, please update the software
RMCB-F6SE-T according to the procedure below.
RMCB-D6SE-T
RMCB-D6SE-T-PV The countermeasure is implemented in adapter software version 01.78
RMCB-H7SE or later.
RMCB-F7SE
RMCB-D7SE Please update to the fixed version via the "MyMU" application.
RMCB-N7
Check and update the software version from "Adapter Information"
under "Registered Devices" in the "MyMU" application.
For details, refer to "How to Update Wireless LAN Adapter Software"
(User Manual Supplement) at the site below.
https://www.mitsubishielectric.co.jp/home/mymu/entry _ib2.html (In
Japanese)
For HEMS users, there are no plans to release a fixed version.
Please take the measures described in "Mitigations / Workarounds."
GT-HEM4 01.17 - There are no plans to release a fixed version.
and prior Please take the mitigation measures described in "Mitigations /

Workarounds."
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[8] Bathroom Dryer / Heater / Ventilation Systems (for Japan)

Model No. Affected Fixed Measure Details
Version Version
V-241BZ-RC 01.13 01.72 The fixed version is scheduled to begin release between March 24 and
V-241BZ5-RC and prior or later April 17, 2026.
WD-240DK-RC Once the fixed version is released, please update the software

WD-240DK2-RC
V-241BZ5-RC-NR

according to the procedure below.

The countermeasure is implemented in adapter software version 01.72
or later.

Please update to the fixed version via the "MyMU" application or the
"Bath Karat REMOTE" application.

[For MyMU users]
Check and update the software version from "Adapter Information"
under "Registered Devices" in the "MyMU" application.

For details, refer to "How to Update Wireless LAN Adapter Software"
(User Manual Supplement) at the site below.
https://www.mitsubishielectric.co.jp/home/mymu/entry_ib2.html (In
Japanese)

[For Bath Karat REMOTE users]

Check and update the software version from "Adapter Software
Version" in "Device Information" in the "Bath Karat REMOTE"
application.

For details, refer to the Bath Karat REMOTE user manual at the site
below.
https://www.mitsubishielectric.co.jp/ldg/ja/air/products/ventilationfa
n/bath/IB/pdf/bathkaratremote.pdf (In Japanese)

[

9] Control Adapters for Mitsubishi HEMS / Wireless LAN Adapters (for Japan)

Model No. Affected Fixed Measure Details
Version Version
P-WAO1 01.14 - There are no plans to release a fixed version.
P-HM04WA and prior Please take the mitigation measures described in "Mitigations /
Workarounds."
P-WAO02 01.40 01.73 The fixed version is scheduled to begin release between March 24 and
P-HMO5SWA and prior or later April 17, 2026.

Once the fixed version is released, please update the software
according to the procedure below.

The countermeasure is implemented in adapter software version 01.73
or later.

Please update to the fixed version via the "MyMU" application.

Check and update the software version from "Adapter Information"
under "Registered Devices" in the "MyMU" application.

For details, refer to "How to Update Wireless LAN Adapter Software"
(User Manual Supplement) at the site below.
https://www.mitsubishielectric.co.jp/home/mymu/entry_ib2.html (In
Japanese)
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[10] Lossnay Central Ventilation Systems (for Japan)

Model No. Affected Fixed Measure Details
Version Version

VL-200ZMHSV3-RC 01.12 01.71 The fixed version is scheduled to begin release between March 24 and
and prior or later April 17, 2026.

Once the fixed version is released, please update the software
according to the procedure below.

The countermeasure is implemented in adapter software version 01.71
or later.

Please update to the fixed version via the "MyMU" application.

Check and update the software version from "Adapter Information"
under "Registered Devices" in the "MyMU" application.

For details, refer to "How to Update Wireless LAN Adapter Software"
(User Manual Supplement) at the site below.
https://www.mitsubishielectric.co.jp/home/mymu/entry_ib2.html (In
Japanese)

[

11] Smart Switches for Ven

tilation Fans and Lossnay (for Japan)

[

Model No. Affected Fixed Measure Details
Version Version
P-04SWRC 01.11 01.74 The fixed version is scheduled to begin release between March 24 and
P-10SWRC and prior or later April 17, 2026.
P-1600SWRC Once the fixed version is released, please update the software
according to the procedure below.
The countermeasure is implemented in adapter software version 01.74
or later.
Please update to the fixed version via the "MyMU" application.
Check and update the software version from "Adapter Information"
under "Registered Devices" in the "MyMU" application.
For details, refer to "How to Update Wireless LAN Adapter Software"
(User Manual Supplement) at the site below.
https://www.mitsubishielectric.co.jp/home/mymu/entry_ib2.html (In
Japanese)
12] TH Cooking Heaters (for Japan)
Model No. Affected Fixed Measure Details
Version Version
RE-322SXR 01.12 01.71 The fixed version is scheduled to begin release between March 24 and
and prior or later April 17, 2026.

Once the fixed version is released, please update the software
according to the procedure below.

The countermeasure is implemented in adapter software version 01.71
or later.

Please update to the fixed version via the "MyMU" application.

Check and update the software version from "Adapter Information"
under "Registered Devices" in the "MyMU" application.

For details, refer to "How to Update Wireless LAN Adapter Software"
(User Manual Supplement) at the site below.
https://www.mitsubishielectric.co.jp/home/mymu/entry_ib2.html (In
Japanese)
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[13] Rice Cookers (for Japan)

Model No. Affected Fixed Measure Details
Version Version

NJ-AWBX10 01.15 01.76 The fixed version is scheduled to begin release between March 24 and
and prior or later April 17, 2026.

Once the fixed version is released, please update the software
according to the procedure below.

The countermeasure is implemented in software version 01.76 or later.

Please update to the fixed version via the "Wi-Fi Raku-Raku Suihan"
application.

To check and update the software version, from "Update" under
"Communication Adapter Software Version" in "Device Information"
in the "Wi-Fi Raku-Raku Suihan" application.

Mitigations / Workarounds

Mitsubishi Electric recommends that customers take the following mitigation measures to minimize the risks of exploiting this

vulnerability :

For Wi-Fi router encryption keys (passwords), avoid sequential numbers or passwords inferable from MAC addresses; use a
strong password combining letters and numbers, and do not disclose it to third parties.

Do not use WEP or Open for Wi-Fi router security settings; use WPA2-PSK (AES) or equivalent.

To prevent unauthorized device connections, enable MAC address filtering on the Wi-Fi router.

Use a hard-to-guess login password for the Web based Wi-Fi router management interface, ensure it is not disclosed to any third
parties.

Ensure the Wi-Fi router firmware is kept up to date.

Install the Wi-Fi router in a secure location that is inaccessible to unauthorized persons, and do not make the network available
to unspecified third parties (e.g., as free Wi-Fi).

When using access point mode (AP mode), ensure that the SSID and encryption key are not disclosed to unspecified third
parties.

Apply security updates to the OS and applications of your home devices (PCs, tablets, etc.) and keep antivirus software up to

date.

Do not click on web links in emails from untrusted sources. Also, do not open attachments in untrusted emails.

Contact information

[For Customers in Japan]

Mitsubishi Electric Customer Consultation Center: 0120-139-365 (toll-free), Mobile/PHS: 0570-077-365 (toll call charges apply)
If toll-free / Navi Dial numbers are unavailable: 03-3414-9655 (toll call charges apply)

[For Customers outside Japan]

Please contact your local Mitsubishi Electric representative.

<Inquiries>

https://www.mitsubishielectric.com/en/contact/room-air-conditioners/
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